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1 OBLWUE NMOJNTOXEHUA

1.1 OBJIACTb PACMPOCTPAHEHUA

1.11  PykoBoacTtBo no obecneveHuio knbepbesonacHocTn! cogepxut pekomeHgauun
Nno MPOEKTUPOBAHMWIO, W3rOTOBMEHMIO, OBCIY>XMBaHWIO W NPOBEAEHUO WCMbITaHUA CYO0BbIX
KOMMbIOTEPU3MPOBAHHbBIX CUCTEM, a TaKke pekoMeHdauuu, npuMeHNMble K cucTemMam
ynpaeneHus 6esonacHocTtbio (CYB).

11.2 PekomeHpaumm PykoBoacTBa HarnpaerfieHbl Ha peanusauuio  NonoXeHun
pesontoumn MMO MSC.428(98), B COOTBETCTBUM C KOTOPLIMU, HE NO3QHEE YEM BO BPEMS NEPBON
exerogHon nposepkn [okymeHTa o cootBeTcTBUM KoMmnaHum (JCK) nocne 1 aHsapa 2021 roga
Heobxogumo yunTbiBaTb kubeppucku B CYB cornacHo nonoxeHusam uupkynsapa VMO
MSC FAL.1/Circ.3/Rev.1.

1.1.3 PykoBoACTBO MpPUMEHSIETCS K CcyAaMm, KOHTPaKT Ha MOCTPOMKY KOTOPbIX
3aknodeH 01.01.2021 wnu nocne 3ToW [aTbl, €CfM He YKa3aHO WHOe B OTAErbHbIX
nonoxeHunax PykoBogcTea.

114 PykoBoaCTBO siBNSIeTCA OOMOSHEHMEM K Apyrum TpeboBaHusim Poccuinckoro
Mopckoro peructpa cygoxogactea (PC), npumeHMMbIM B COOTBETCTBMM C CUMBOSIOM Klacca
W Ha3Ha4yeHneM cypgHa.

! B panbHeiiliem — PykoBOACTEO.
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1.2 ONPEOENEHUA U NOACHEHUA

121 OnpegeneHns 1 NOAICHEHUs!, OTHOCALUMECA K OOLen TepMUHOMOrMu npasBun
n pykoeoacte PC, npuBegeHbol B 1.1 yactu | «Knaccudmkauumsa» [Mpaeun knaccudmkaumm
M nocTporkn mopckmx cygo! m 1.1 vactn | «OOWMe NOMNOXKEHUsT MO TEXHUYECKOMY
HabntogeHuo» lMpaBun TexHW4Yeckoro HabnwaeHUs 3a NOCTPOMKOW CYOO0B U U3FOTOBNEHUEM
MaTepuanoB W u3genui ans cyaos2.

122 OcHoOBHbIE TePMUHBI, onpeaeneHnst U CoOKpaLLeHUs! .

AHanun3 Bngos n nocnepcteum otkasosB (Failure Mode and Effects
Analysis (FMEA)) —metoguka onpegeneHMss BO3MOXHbIX MPUYMH  HE3aBUCUMbIX
OTKa30B BMECTE C WX BfMsiHUEM Ha obopygoBaHue, nporpammHoe obecnedenne (MO)
UNu NpoLLecc Ha OCHOBE CUCTEMAaTUYEeCKOW pa3buBKM Ha anemeHTbl. MeToauka MoXeT GbiTb
ucnonb3oBaHa Ans AEeMOHCTpaLMM TOro, YTO NpeanornaraeMble PUCKW onpeaeneHsl U yUTeHbI.

BupTtyanbHas 3aWMweHHas ceTb (Virtual Private
Network (VPN) — GesonacHas, 3almLLeHHas ceTb, KoTopas nossonseT
nonb3oBaTensam OTNPaBnATb W Monydatb AaHHble 4epe3 COBMECTHO WUCMOMNb3yemble WIu
obLenocTynHble CeTH, Kak ecnn Obl MX BbIYMCIUTENbHbIE YCTPOWCTBA ObINM HanpsMy o
NOAKMIOYEHb! K 3aLUMLLIEHHON CEeTM, TEM caMbiM MOfyvasl BbIro4y OT (PYHKLMOHANBHOCTMH,
©e30MacHOCTM 1 NONMUTUKN YNPaBNeHns 3alUULLEHHON CEeTbH.

BuptyanbHaga nokanbHasa BblyMcnutenbHas ceTtb (Virtual Local
Area Network (VLAN)) — noruyeckoe obbegnHeHne ceTeBbIX Y3r0B.
BupTyanbHasi nokanbHas BblUMCIIUTENbHAsA ceTb nossonsiet TeppuTopuanbHO
pacnpegeneHHbiM  y3nam ceTu OOMEeHMBATbCS [aHHbIMW, Kak ecnv Obl OHM HaxoguIMChb
B OOQHOW CETW.

Bupyc (Virus) —ckpblTag, camoBocnpousBogswaacsa 4Yacte [10, KoTopas
3rIOHaMepPEHHO 3apakaeT KOMMbIOTEPHYIO MporpaMMmy uinm cucTemy v ynpaensieT ee paboTon.

BoccTtaHoBneHune (Recovery)— dyHKUUS noggepXkn pesepBHOro KONMpoBaHUA
OaHHbIX U BOCCTAHOBIEHUS CYAOBbIX KOMMNbIOTEPU3UPOBAHHBLIX CUCTEM AN CBOEBPEMEHHOT O
BOCCTaHOBIIeHNs 6e30MacHOro COCTOSHUA CyaHa.

BpenooHocHoe nporpaMmMHoOe obecneyeHune (Malware) — obwun
TepMuH ong obosHavyeHns pasnuuHoro BpegoHocHoro 1O, koTopoe MoXeT HebnaronpusaTHO
BNUSATb Ha NPOU3BOAMTENBHOCTL KOMMbIOTEPHBLIX CUCTEM.

BcTpoeHHOE nporpaMmMHoOe obecnevyeHune (Firmware) —T0O,
BCTPOEHHOE B 3MEKTPOHHOE YCTPOMCTBO, obecneynBalollee KOHTPOMb, MOHUTOPUHT
W ynpaBneHne [AaHHbIMW CMPOEKTUPOBaHHbIX u3genuin wun cuctem. OObIMHO ABNAETCS
3HEProHe3aBUCUMbIM U HEAOCTYMHbIM AN U3MEHEHUS MONb30BaTENEM.

OemunnutapmnszoBaHHas 30Ha (Demilitarized zone (DMZ)) -
U3NYECKUA WK FIOTUYECKUA CErMEHT CEeTW, CcoaepXawmm U NpeaocTaBnstoLWLmn
06LenoCTynHble CEPBUCHI, a Takke OTAENSIOWMIN UX OT OCTalbHbIX 3JIEMEHTOB JTOKanbHOW
BbluMcnnTenbHon cetn. ObLLasa orpaHu4eHHas CeTb CEPBEPOB, COeAMHALWMNX ABe unn bonee
ceTeBble 30Hbl C LENbH YyMpaBreHus MOTOKOM [aHHbIX MexXay CeTeBbIMW 30HaMu.
JdemynnuTapm3oBaHHble  30HblI OOBIYHO UCMOMb3YHTCS, 4YTOObI M3bexaTb MNPAMbIX CBHA3EN
MeXay pasfnuyHbIMU CETEBLIMW 30HaMM.

3awwmTta Brny6e (Defense in depth) BkmoyaeT B cebs TpM KOHTPONMPYEMbIE YacCTW:

U3NYECKY0, K KOTOPOM OTHOCATCHA BCE MEPbl MO OrpaHMyeHnto (uan4eckoro AocTtyna
K KOMMbIOTEPU3MPOBAHHBIM CUCTEMaM HEaBTOPU3OBAHHbBIX WL,

TEXHMYECKYH0, K KOTOPOM OTHOCATCSI BCE annapaTtHble U MpPorpamMMHbiE CpeacTBa 3alUMTbl
uHdOopMauun, npedHasHadeHHble 0N KOHTPONS CeTeBOro [JocTyna K anemMeHTam

1 B panbHeiiwem — Mpasunia PC/K.
2B panbHevilem — MNpasuna PC/TH.
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KOMMbIOTEPU3MPOBAHHBIX CUCTEM, MEXCETEBBLIE 3KpaHbl, CPEACTBA aHTMBUPYCHOW 3alLMThI,
CUCTEMBI ayTeHTUdMKALMN U aBTOpPMU3aLmu;

aOMUHUCTPATUBHYIO, K KOTOPOW OTHOCATCSI MONMTUKA W npoueaypbl MHOPMAaLMOHH O
6e3onacHOCTW, NPUHATbIE B KOMNaHWW. [aHHble [OOKYMEHTbl Npu3BaHbl perynupoBaTb
yrnpaBrieHve  3awuTon, pacnpegerneHve Un  06paboTKy  KpUTUYHOW  MHGOopmau uu,
ncnornb3oBaHne NporpamMmmMHbIX n TEXHUYECKMX cpencTs B KoMnaHuu,
a Takke B3aMMOAENCTBME JKMMaXa C CyAOBbIMU KOMMbIOTEPU3MPOBAHHBIMU  CUCTEMaMU
N OpYTrMMN BHELLHUMW OBObEKTaMK.

3awmta Bwupb (Defense in breadth) — 3annaHMpoBaHHbIA, CUCTEMATUYECKUIA
Habop OEeNCTBMIN, HanpaBfeHHbIX Ha BbISIBIIEHWE, YNPaBreHne M yMeHbLUEHNE YS3BMMOCTEN
B IT- n OT-cuctemax, cetax n o6opyaoBaHNM Ha KaKAOM 3Tarne XU3HEHHOTO LMKIa CUCTEMbI,
CeTU Unun anemeHTa. Ha cygax aToT noaxop, Kak NpaBunio, COCPeaoTOYEH Ha NPOEKTUPOBaHMUMN
CeTW, CUCTEMHOWM WHTerpaummn, 3Kcnnyataumm u obcnyxuBaHuv. Mpges Takoro nogxopa
3aKn4aeTcs B 3alUMTE CUCTEMbI OT KOHKPETHOrO TWMNa aTaku C UCMOSNIb30BaHWEM HECKOMNbKUX
HEe3aBUCUMbIX METOAOB.

M3roTtoButenb (Producer) —npeanpustve, KOTOpoe MpPOM3BOAUT CyO0BOE
obopyanosaHue u cootsetcTBytollee [10.

MmMutaumnmoHHoe wucnbiTaHme (Simulation test) —ucnoiTaHMe cuUCTEMBI,
npy KOTOPOM KOHTpOnvpyemoe o0OpyAoOBaHME YacTUYHO WU MOMHOCTbIO 3aMeHsieTCs
WHCTPYMEHTaMN MOLENMPOBAHMSA UMK MPY KOTOPOM YacTW KOMMYHUKALMOHHOW CETU U NIMHUI
3aMEHATCA MHCTPYMEHTAMU MOLENMPOBAHMS.

MHTerpupoBaHHaa cuctema (Integrated system) — B3aumocBsi3aHHaA
cuctema, obbeauHsaoLas HECKOIbKO  B3aMMOAEWCTBYIOLUMX  CYAOBbIX  YCTPOWCTB,
OpraHU30BaHHbIX 47151 LOCTWKEHNS OAHON UM HECKOMbKUX ONpPeneneHHbIX Lienen.

MHpopmayumoHHaa TexHonorma (Information technology (IT)) —
ycTponcTtBa, O 1 cBsi3aHHbIE C HUMU CETU, OPUEHTUPOBAHHbIE Ha UCMOMb30BaHUE AaHHbIX
B KayecTBe nHpopmaLuu, B OTnunine OT  9KCnnyaTauMOHHON TexHonormm
(Operational technology (OT)).

McnpaBneHunsa (Patches) —MO, npegHasHadeHHOE ana  obHoBneHus
yctaHoBneHHoro MO wnu nogaepXku OaHHbIX ONsi yCTpaHEeHUs YSI3BMMOCTEW B CUCTEME
BGe3onacHOCTM W OpyrMx OWKWOOK WNU  YNyYLWEeHUs KOMMbIOTEPU3MPOBAHHLIX  CUCTEM
U NPUNOXEHUN.

Kateropwum obcnyxmBaHUa KOMNbITEPU3UPOBAHHDIX cuctTem
(Categories of maintenance) —kareropun, npucBanMBaemMble  onepauuam
Nno O06CNYXMBaHWUIO KOMMbIOTEPU3NPOBAHHBLIX CUCTEM C YYETOM MPUYMH WX BbINOMHEHUS,
MoryT 6bITb cregyowmmMu:

ucnpasneHve owmnbok B N0 (Bug fix);

BHeceHue pononHuTenbHbiX yHKuui (Feature release);

nogaoepxanune O B cooTBeTCcTBUM C TpeboBaHuamn (Compliance update);

3awmTa npotme kubepyrpos (Security update);

obHoBneHne ycTapeswero (Henogaepxvsaemoro) [1O w/vnuv annapaTHbIX CPeacTs
(Obsolescence update);

pa3nnyHble KOMOWHALUUM YKa3aHHbIX BbILLE KaTeropuwmn.

Kateropuun cuctem (I, Il, IlIl) (System categories (I, I, II1)) -
Kateropum Ha OCHOBE BNUSIHUSI CUCTEM HA BO3HMKHOBEHME  OMacCHbIX  CUTyauui
Ansi 6e3onacHoOCTM Noaen U cygHa, uunu yrposbl Ansl OKpy)Katolen cpeapl:

Karteropusi | — CUCTEMBI, OTKa3 KOTOPbIX HE MpuBeaeT K BO3HMKHOBEHUIO  OMACHbIX
cutyauunm ans 6esonacHoCTU noged v cygHa, Wunu yrposbl A5fsi OKpyXarollen cpeabl.
Kcuctemam kareropum | OTHOcATCS  cucTembl, obecneuvBalowime  BbIMOMHEHUE
agMMHUCTPaTMBHLIX  3agady  (yydeT pacxoga TOMMAuMBa, OpraHv3aums  TEXHWYECKOro
obcnyxunBanns n 1.4.);
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kateropus |l — cMcTeMbl, OTKa3 KOTOpPbIX MOXET, B KOHEYHOM WUTOre, npvBECTU
K BO3HMKHOBEHMIO OMacCHbIX CUTyauun Ansi 6e3onacHoOCTVM NoAer M cydHa, wunum yrposbl
On4 oKpyXaroLen cpeapl.

K cuctemam kateropun Il oTHocATCA:

CUCTEMbl aBapUNHO-NPeaynpeanTenbHON  curHanuadaumm (cornacHo 1.2.1 4vactun XV
«ABTOMaTm3auus» [MNpasun PC/K),

cuctembl HanKauum (cornacHo 1.2.1 yactu XV «Astomatusaumsa» [Npasun PC/K;

CUCTEMbl BHYTPEHHEN CBA3W;

CUCTEeMbI yrpaBreHus rpy3oBbiMn 1 BannacTHbIMK onepaunsamu;

cucTema ynpasrneHus CUCTEMON MHEPTHbLIX rasos;

cuctema ynpasneHus 6YHKEpPOBOYHbIMKU onepaLnsamu;

kateropus lll — cucTembl, OTKa3 KOTOPbIX MOXET He3aMeanuTenbHO nNpUBECTH
K BO3HWKHOBEHMIO OMacHbIX cuTyauuin ans 6esonacHOCTW nogern M cyaHa, wunu yrposbl
ONs OKpyXatoLen cpeqbl.

K cuctemam kateropum Il oTHoCcATCS:

CUCTEMbl T[MNaBHbIX W BCMOMOraTernbHbIX MexaHuamoB (cormacHo 1.2.1 yvactu VII
«MexaHuyeckune yctaHosku» Npasun PC/K);

cucTeMbl 3awmTbl (cornacHo 1.2.1 yactn XV «AsTomatusauna» [Mpasun PC/K);

CUCTEMbI MHAMUYECKOrO MO3ULMOHNPOBAHMS.

KauecTBOo gaHHbIX (Data quality) — xapaktepucTuka, nokasbiBalwLLaa CTENeHb
NPUrogHOCTU K UCMONb30BaHUIO [AaHHbIX, CrEHEPUPOBAHHBIX, 00paboTaHHbIX, NepedaHHbIX
N COXpaHEHHbIX Npu paboTe CyOoBbIX KOMMbLIOTEPUINPOBAHHBIX CUCTEM. KayecTBO AaHHbIX
XapaKTepuayeTcsl cnegyowumm napaMmeTpamu:

KoH(bmaeHumanebHocTe  (Confidentiality) — 3awmta oT notepu  KoHdUAEHUManbHOCTU
U3-3a HEOXXMOAHHOTO UMW HECAHKLMOHMPOBAHHOIO pPacKpbITUS MHOpMaLmu;

uenoctHocTb (Integrity) — 3awmuta OT NOTEepUM LENOCTHOCTUM WU3-3a HEOXUOAHHOr o
UNU HECaAHKLIMOHNPOBAHHOIO WM3MEHEHUs WHdopMaLuu;

poctynHocTb (Availability) —3awurta oOT notepu [OCTYMHOCTU U3-3a HEOXMAAHHOTO
UMW HECAHKUMOHUPOBAHHOIO  YHUUTOXEHUS  MHOpMauLUM  UNU  HapylleHns  JocTyna,
unu ucnonb3osaHna |T-cuctemsl.

KayecTtBo ob6cnyxuBaHua (Quality of service (Qo0S)) — nsmepumbie
CKBO3HblE€ XapakTepUCTUKN MPOU3BOAUTENBHOCTU CETEBOro cepBuca:

nonoca nponyckaxHua (Bandwidth), koTopas onucbiBaeT HOMWHAmNbHYI MNPOMYCKHYH
cnocobHocTb cpeabl nepegavn uHdopMauun (onpegenseT LWMPUHY KaHana);

3agepxka npu nepegade naketa (Delay);

konebaHue 3agepXku Npu nepegadve naketos (Jitter);

notepst naketoB (Packet loss), koTopas onpegenseT KONMMYECTBO MAKETOB, TepsieMblX
CeTbio BO BpeMsl nepegaym.

Knbepartaka (Cyber attack) — nobor Bug Bmewarensctea B IT- n OT-cuctemsl,
KOMMbIOTEPHBIE CETU WM NepcoHarnbHble KOMMbIOTEPbLI C MOMbITKON B3MIOMaTb, YHUYTOXUTb
UNKU NOMNyYuTb JOCTYMN K CUCTEMAM KOMMaHWUM, CYAOBbIM CUCTEMaM M AaHHbIM.

KnbepbesonacHocTb (Cyber safety) — mepbl 6e3onacHOCTU, NpUMEHsIEMblE
AN 3aWMTbl OT YS3BMMOCTEN, BO3HUKAOLWMX B pe3yribTaTe HeHaanexallen akchnnyatauuu,
WHTErpaumm, OBCNY>XUBaHUS U MNPOEKTUPOBAHMS  KOMMBIOTEPUINPOBAHHBIX  CUCTEM,
W OT NpegHamMepeHHbIX W HernpeaHaMepeHHbIX Knbepyrpos.

KnoepuHuumaogeHr (Cyber incident) —cobbiTve, koTOpoe  hakTUYECKHM
WK NOTEHUUWanbHO MNPUBOOMT K HEONaronpusiTHeIM MOCNEeACTBUSAM AOf1si CYAOBOW CUCTEMBI,
CETU M YCTPOWCTB UNKN MHpopMaL MM, KOTOPYH OHM obpabaTbiBaloT, XpaHAT WNuv nepejaroT,
N KOTOpoe MOXeT noTpeboBaTb OTBETHbIX AEVWCTBUMA ANS YMEHbLUEHUSI NOCNEeACTBUN.

KnbepyctonumBsocTtb (Cyber resilience) — cnocobHocTb cokpalwartb cryyam
BO3HMKHOBEHWS W YMeHblUaTb MOCNeacTBMA WHUWOEHTOB, BO3HMKAKOWWX B pesynbraTte
HapyLueHus Unu  yxydweHns  aKcnnyataunoHHON TEXHONoruu, ucnonb3yemomn
ans 6esonacHoW  aKcnnyatauuMm  CydHa, KOTOpble  MNOTEeHUWanbHO  MOryT  MpPUBECTH
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K BO3HWKHOBEHMIO OMacHbIX CUTyauun ansi 6e3onacHoOCTM Nogen M cydHa, Wunu yrposbl
ONg oKpyXaroLen cpefbl.

KomnaHua —cobcTBeHHUK cyaHa wnu nobas gpyrasg opraHmMsaums  unu  nuuo,
Hanpumep, ynpaBnswoWWA wnu dpaxtoBatens Mno 6GepboyT-yapTepy, KOTOPbIN MPUHAN
Ha ceba OTBETCTBEHHOCTb 3a JKCMfyaTauuio cyaHa OoT CcOOCTBEHHMKa CyAHa W KOTOPbIN
npu 9TOM CcOrnacuncs npuHsaTb Ha cebsa Bce 00A3aHHOCTM M BCHO OTBETCTBEHHOCTb,
BO3MOXeHHble MexayHapodHblM KOAEeKCoM MO ynpasneHuto 6esonacHon akcnnyaTauunen
CynoB v npegotepalleHnemM 3sarpsisHennss (MKYB).

KomnbioTepusnposaHHaa cuctema (Computer based system)-
coyeTaHue B3aMMOOEWUCTBYIOLUMX  MNpOrpaMMuvpyemMbiX — YCTpoucTB  wunu  IT-cuctem,
OpraHu3oBaHHbIX AN OOCTWKEHUS OAHOM WNU  HECKOMbKMX onpedeneHHbIX —Lenen.
KomnbioTepusnpoBaHHass cuctema MOXET OblTb COYeTaHVeM MOACUCTEM, COEAMHEHHbIX
ceTbto. CyaoBas KOMMbIOTEPU3MPOBAHHAs cUCTEMa MOXET ObiTb MOAKMKYEHa HanpsiMyto
unu vyepe3 oOLLeOoCTyNHble CpeacTBa CBA3M (Hanpumep, ceTb WHTepHeT) Kk GeperoBbiM
KOMMbIOTEPU3MPOBAHHBIM CMCTEMaM, K KOMMbIOTEPU3MPOBAHHBIM CUCTEMaM Apyrux cynos
n/vnun apyrux o6 beKToB.

Kputnueckaa cuctema (Critical system) —TexHudeckada cuctema,
BHe3anHbI OTKa3 KOTOPON MOXET NPMBECTWU K OMacHOW CUTyauun.

NokanbHaga BbluncnuTenbHasa cetb (Local Area Network (LAN)) -
KOMMbIOTEPHAs CeTb, KOTOopas oOO0beauHseT KOMMbHTEPbI WWAK  NporpaMMupy emMble
YCTPONCTBA B Mpedenax oOrpaHMyYeHHoW obnacTu, TakOW Kak 34aHue, CyaHo unu odwc,
C MPUMEHEHMEM CETEBBIX YCTPONCTB.

JlokanbHoe ynpaBneHue (Local <control) —ynpaBneHme ¢ MecTa,
pPacnonoXeHHOro B HEMOCPEACTBEHHOM ONM30CTU OT OObEKTa ynpaBneHus.

MexceTeBon skpaH (Firewall) —Bug 6apbepa 6e30macHOCTH, pa3MELLEHHOT O
Mexagy pasnuyHbIMK CeTeBbIMW cpegamn, COCTOSALEro 13 cnewmanmanpoBaHHOro ycTponcTea
WUNU COBOKYMHOCTU HECKOMbKUX KOMMOHEHTOB W TEXHUYECKUX MPUEMOB, 4Yepes KOTOpbIn
OOIMKeH npoxoauTb BeCcb Tpaduk M3 O4HOWM CeTeBOW cpedbl B Apyryw W, HaobopoT,
npu 3TOM MNPOMYCKAeTCA TONMbKO aBTOPU3OBaHHbLIN TpaduK, COOTBETCTBYHOLUMA MECTHOWM
nonutuke 6esonacHoOCTM.

HeynpaBnsaemas ceTb (Unmanaged Network) —ceTb, KoTopas
ucnonb3yeT HeynpasrsieMble KOMMYTaTopbl, YTO MO3BOMSET YCTPOMCTBAM, MOOKITHOYEHHbIM
K ceTu, obMeHuBaTbCsl AaHHbIMU ApYyr ¢ ApyroMm. OTO KoMMmyTaTtopbl Tuna “plug-and-play”,
KOTOpble He TpebylT HaCTPOMKM WM KOHUrypaumm wn He [OnycKakwT Kakoro-nmbo
BMeLlaTenbCcTBa Mornb3oBaTens.

OueHka puckoB (Risk assessment)—npouecc cbopa uWHPpoOpMaL UM
W NPUCBOEHMS 3HAYEHUA puUCKamMm B KavyeCTBE OCHOBaHUSA [AONs  MPUHATUS  peLleHuns
O NpuopuTeTax M pas3paboTKN UM CPaBHEHMSI MNAHOB OENCTBUN.

Owunbka B nporpammHom obecnedeHuun (Bug) — HenpegHamepeHHas
dyHKumoHanbHocTb B MO.

Mnaw oencTBuUN B HenpeaBUOEeHHbIX obcTtoaTenbcTBaAx
(Contingency Plan) —nnaH, cogepxawun wHOpPMAUUIO W YCTaHaBIMBAOLLNNA
nopsigoKk AevcTBuMn Ans obecneveHnsi 3pPEeKTUBHOrO pearupoBaHusi M BOCCTAHOBIIEHUSA
B Crydae  KnbOepuHUMAEHTa,  3aTparvBaloLLEro KOMMbIOTEPU3MPOBAHHY KO cucTemy,
BbIMOJHSIOLLYI0 OTBETCTBEHHbIE (DYHKLMN.

MoBepxHOCTb aTtaku (Attack surface) — KOMNbIOTEPU3NPOBAHHBIE CUCTEMBI,
K KOTOPbIM MOXHO MOMyYnTb AOCTYyNn Wu3BHE NuBO 4yepe3 ceTb, MO0 NOKamnbHO.
TepmnH ob6o3HavaeT obulee KONnU4ecTBO BO3MOXHbIX yS3BMMbIX MecCT.
Yem Gonblue 3rieMEHTOB  KOMMbIOTEPU3NPOBAHHLIX ~ cuCcTeM, Tem  6onblie  4ucno
NOTEeHUManbHO YS3BUMbIX MECT W, COOTBETCTBEHHO, MOBEPXHOCTb aTaKu.

MocTaBWMK OaHHbI X (Data provider) — nuuyo unu KomnaHua,
npegoctaBnsowlee  AaHHble,  Heobxogumble  AnNs  PYHKLMOHMPOBaHUSA cyaoBoi
KOMMbIOTEPU3NPOBAHHON CUCTEMbI.
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MoctaBwuk ycnyr (Service provider) —KoOMnaHMa unu nuuo, KOTOpOe
npepocTtaenseT MO n BLINOMHAET ero TeEXHNYeckoe obCNyXUBaHME.

Mporpammnpyemoe YyCTPONCTBO (Programmable device) —
dunsnyeckoe ycTpomcTBO C yCTaHoBmeHHbIM [10.

MpoTtokonbl (Protocols) —obwnii Habop npaBunl U CUrHaNoB, KOTOpble
KOMMbIOTEPbI Y NpOrpaMMmnpyemMble YyCTPOMCTBA UCMONb3YIOT AN CBA3W.

CeTteBon kommyTaTop (kommyTtaTtop) (Network switch (Switch)) —
YCTPONCTBO, KOTOPOE COEAMHSAET 3MEeMEHTbl B KOMMbLIOTEPHON CEeTW, UCMONb3ys NaKeTHY o
KOMMyTaumio ons npuema, obpaboTkn 1 Nepechiniku JaHHbIX Ha YCTPONCTBO HasHaYeHus!.

CeTteBonn koHueHTpaTop (Network hub) —obwaa To4dka nOOKMHOYEHUS
Ons yCTPOWCTB B CETU.

CeTteBon mMapuwpyTtusatop (Network router) —ceTeBoe YCTPOWCTBO,
oTBevalollee 3a MapLipyTusauuio Tpaduka U3 OgHON CETU B APYryHO.

CeTb (Network) —rpynna u3 gByx n 6onee KOMMNbIOTEPHbLIX CUCTEM, CBA3AHHBIX APYr
C Opyrom.

Cuctema obHapyxeHus BTOpPXEHUA (Intrusion Detection
System (IDS)) — yctpoincteo nnu MO, KOTOPOe OTCREXMBAET CETEBYIO UMN CUCTEMHYIO
aKTUBHOCTb 1151 OOHapyXeHUsi BPEeOOHOCHbIX AENCTBUMA UMW HApyLUEHUA MONUTUKW U BblaaeT
OTYETbI Ha CTaHUMIO YNpaBreHusl.

Cuctema npepoTBpaweHuna BTopxeHus (Intrusion Prevention
System (IPS)) —ycTtponcteo unu NO, KOTOPOE OTCNEXUBAET CETEBYIO UMN CUCTEMHYIO
aKTUBHOCTb 4S5l NpeoTBPaLLEHNsT BPELOHOCHbBIX OENCTBUA WUIMM HApYLUEHWUA MONUTUKN.

CucrtemMHbl 1 MHTerpaTop (System integrator) — cTopoHa,
OCYLLIECTBMAOLWAA MWHTErpaumnio  KOMMbIOTEPU3MPOBAHHLIX — cucTeM, nogcuctem u 10,
npegocTaBNeHHbIX MoCTaBLMKaMK, B CUCTEMY, a TakKke CO3daHue WHTEerpupoBaHHOM
cuctembl. Ha cucteMHOro wuHTerpatopa Takke MOryT OblTb BO3NOXeHbl 06S3aHHOCTM
Nno yCTaHOBKE N MHTErpauum cUcTeMbl Ha cygHe.

OYHKLMM  CUCTEMHOrO UMHTEerpaTopa BbIMOMHAKTCA CTpouTenem/cygocTpouTenbHoOm
Bepdbto. OB6A3aHHOCTU CUCTEMHOrO MHTErpatopa MoryT ObiTb BO3MOXEHbl Ha APYryto
opraHusauuio, npu yCrioBUM HanuumMs COOTBETCTBYIOLLEro KOHTPaKTa.

Mpn nHTErpaumMm cuctem C NpuUBMEYEHMEM HECKOIbKUX CTOPOH Ha nobom aTane nub
ofHa CTOpOHA MOXeT ABMATbCH CUCTEMHbIM WMHTErpaTopoM W OCYLUECTBISATb KOOPAWHAL IO
BCeX Heobxoammbix paboT. [lpn MHOroaTamHOW WHTErpauum pasnuyHble CUCTEMHbIE
WHTerpaTopbl MOryT HECTU OTBETCTBEHHOCTb 3a KOHKpeTHble 3Tanbl, Of4HaKO TOMNbKO
OfHa CTOpOHa OCYLLEeCTBMSeT onpedeneHne 3Tanos 1 obLLY0 KoopauHaLKIO.

CucTtemMbl OTBETCTBEHHOro Has3HadeHus (Essential systems) —
cuctembl, obecneyunBatolLime HesonacHyo aKcnnyaTauuo cygHa.

CueHapun TecTupoBaHusa (Test <case) —Habop ycnosun, MeTOOOB
N OXugaemMblX pe3ynbTaToB, MpU KOTOPbIX NWLO, NPOBOASLLEE UCMbITaHusA, Oyger
onpenenatb, padotaet nu MO B COOTBETCTBMM C NPOEKTHLIMU CneLnuKkaLmnamMm unm Her.

CbemMHble HocuTenu wnHpopmaumm (Removable media) —obwmn
TEPMUH ANS pas3fiMyHbIX CNOCOOOB XpaHEeHVs U nepedadn OaHHbIX MEXOY KOMMbloTepamu
beznomowm cetu. K CbEMHbIM HOCUTENSAM  UHGOPMAUUM  OTHOCSITCA  HOYTOYKW,
USB-Hakontenun, CD, DVD, gaucketbl U T.4.

TexHonorma QOS —TexHonmorus npuvopuTusaumm Tpaduvka, T.e. NMpeaocTaBneHne
pa3nnyHbIM Kflaccam Tpadmka pasnuyHbIX MNPUOPUTETOB B OOCHYXMBaHUM W nepepade
no ceTu.

YnpaeneHne poctynom (Access control) — BbIGOpoOYHOE OrpaHuveHue
BO3MOXHOCTE CBA3eW WM MHOro B3aUMOAEUCTBMA C CUCTEMOM ANSA MCMONb30BaHUSA
CUCTEMHbIX pecypcoB 06paboTku MHdOpMaLMK, nonyyvyeHus mHdopMauuv, copepxallencs
B cUCTeMe, Unun Ang ynpasneHns anemMeHTamm u yHKUMAMU CUCTEMBI.
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YnpaBneHune uvHdopmauuen o 6esonacHocTu UM cobbiTMax (Security
Information Event Monitoring (SIEM)) —T10, koTtopoe BbinonHaeT cbop M aHanus
OaHHbIX O Ge30MmacHOCTM OT pasnuyHbiXx anemeHtoB IT- m OT-cuctem M npepcTaensieT
9TW AaHHble B BUAE COOTBETCTBYHOLWEN MHAOPMaLMM Yepe3 eauHbln nHTepdenc.

YnpaeneHne kubeppuckamum (Cyber risk management) — npouecc
BbISIBMIEHWS, aHanu3a, OuUEeHKM U coobweHns o Kubeppucke, a TaKke MPUHATUSA,
npegoTBpalleHns, nepefadn U CHWKEHUS ero 4o NpuemMnemoro YpOBHS C y4eToM 3aTpaT
W BbIrog OT NoObIX NPeanpuHATLIX OEeNCTBUNA.

YnpaBsneHne puckammnm (Risk management) —npouecc BbISABNEHUS,
aHanu3a, OUeHKU U COOBLLEHMA O pUCKe, a Takke MPUHATUSA, NpefoTBpalleHus, nepegaymu
WNKU KOHTPONSA puUCKa A0 NPUEMMEMOrO YPOBHA C YY4ETOM CBHA3aHHbLIX C HUMW 3aTpaT M BbIro4
OT NobbIX NpeanPUHATLIX AEeUCTBUN.

YnpaBsnaemasa ceTb (Managed Network) — ceTb, B KOTOPOA UCMOMb3YHOTCA
ynpaBnsieMble KOMMyTaTopbl U KOTOpas MO3BOMSET NOAKMNHOYEHHbIM CETEBLIM YCTPOWCTBaM
B3aMMoAencTBOBaTb APYr C APYroM, a TaKkke AaeT aaMUHUCTPATopy CeTu BONbLUMA KOHTPOMb
Hag ynpaBfeHMeM W YCTaHOBIIEHMEM MpuUOpUTETOB ceTeBoro Tpadumka. CeteBon Tpaduk
MOXHO KOHTPONUPOBaTb Y NPUOPUTU3MPOBATL MOCPEACTBOM U3MEHEHUA KOHQUIYpaLuu.

OkcnnyatauunoHHasa texHonorma (Operational technology (OT)) —
ycTponcTea, gartyuky, MO 1 cBsI3aHHbIE C HAMU CETU, KOTOPbIE KOHTPOMMPYIOT U YNpaBnsaloT
CyAOBbIMU CUCTEMAMM.

DLP (Data loss prevention) —npegotspalleHne NOTEPU UMK KPaXKU AaHHbIX.

HMI (Human machine interface) — 4enoBeko-mMalWnHHbIA MHTEPMENC.

IT-cuctema (IT system) — KOMMNbIOTEPU3MPOBAHHAs cucTemMa Kateropuu |,
KoTopasi obecrnevvMBaeT QYHKLUMM KOHTpoNs AN WHEAOPMALMOHHbLIX/aaMUHUCTPATUBHbIX
3agau.

MAC-agpec (oT aHrn. Media access control (MAC) — KoHTponb
goctyna K cpepfe) —yHuKanbHblA annapaTHbll  agpec, KOTOpblA  OoTnu4yaeT
OOHO YCTPOMCTBO B CETU OT APYroro.

M2M (Machine to machine interface) — MeXmMalwuHHbIN UHTEPAIENC.

OT-cuctema (OT system) — koMnblOTEPM3MPOBaAHHAsA cucTema karteropum
unu lll, kKotopas obecneuvBaeT YHKUMW  yMpaBrieHWs, CUrHanusauuv, KOHTPOns,
Be30nacHOCTU UM BHYTPEHHEN CBSA3MN.

RAID (Redundant array of independent disks) —maccuB He3aBUCUMbIX
OUCKOB C U3BbITOYHOCTLIO.

Wi-Fi — TexHonoruss 6ecnpoBogHon nepegayvn OaHHbIX GRVKHEro paguyca OencTBug,
KoTopasi UCMonb3yeT Kakom-nnbo TWM  3MEeKTPOMarHUTHOTO  ChlekTpa Ans  OTnpaBKu
n/vnu nonyyeHus HdopMaLun.
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2 TEXHUWYECKAA OOKYMEHTALUA

2.1 NMPOEKTHAA OOKYMEHTALUMUA

2.11 TexHuyeckaa OOKYMeHTauusa Ans cUCTeM Kateropun | (mpu Hanuyaum cBsA3en
c cuctemammn kateropun Il mnn 1lI), 1l n lll, koTopasa gomkHa ObiTb pa3paboTaHa Ha aTane
NPOEKTUPOBaHUSI U CTPOUTENbCTBA CyAHa W NpeacTaBneHa B Peructp Ans paccMoOTpeHus,

yKasaHa B Tabn. 2.1.1.

Tabnwnua 2.1.1

Ne

HanmeHoBaHue
n/n

Onucanue

MpumeyaHue

KoHuenuwmsi
KOMMbIOTEPU3NPOBAH
HOW CUCTEMBI

[OKyMeHT JOrmKeH cogepaTb CneaytoLyo
nHopmaunio:

.1 HasHa4YeHve KOMMNbITEPU3MPOBAHHOM
CMCTEMbI C KpaTKnUM onucaHmem yHKUNIA;
.2 CTPYKTYPHYIO CXeMy (nnaH), 4eTko
naeHTUOMLMPYIOLLYIO(MIN) Cy0BblE CUCTEMBI,
ynpaBnsiemMble/KOHTpOnupyemble
KOMMbIOTEPU3MPOBAHHO CUCTEMON.

Ha cxeme (nnaHe) Takke gomkHa obiTb
oTpaxkeHa crneayoLas MHopmMauus:

CBS131 C BHELLHEW CETbIO AN KOHTPONs,
yrnpaBneHns 1 BbINOMHEHUS
aAMUHUCTPaTUBHbIX (DYHKUWIA;

CBS131 C APYTMMW KOMMbOTEPU3MPOBAHHBIMM
cucTtemMamu

MpencTtaBnsieTcs
B Pernctp gns
nHopmaumn

2 | OnuncaHune ceten
nepenayYn gaHHbIX

[1OKyMEeHT JOmKeH oTpaxarb CriegyroLLyio
MHdOpMaLMIO:

.1 pmsmnyeckoe pacnonoxeHne afieMeHToB
cucTeM M noacuctem (Hanpumep,
HanMeHOBaHWS NomeLLeHus, nanyobbl
pacnonoXeHusa n T.4.);

.2 CBSI3M CMCTeMbl Kateropumn | ¢ cuctemamm
kateropui Il unm lll;

.3 CETEBYIO TONOMOIMIO CUCTEM M MOACUCTEM
(3Be3ga, KonbLo N T.40.);

.4 NnpUMeHsieMble CETEBbIE TEXHOMNOMMN
(Hanpumep, Gigabit Ethernet, Fast Ethernet);
.5 npumeHsiemble kabenu nepenayn AaHHbIX
(BUTast napa, onTMyeck1i kabenb N 1.4.);

.6 CBSA3M KOHTPOMNNEPOB Y NOMNEBbLIX
ycTponcte (MODBUS, Fieldbus v T.4.);

.7 ceTeBble CXEMbI C yKazaHMeM YCTPONCTB,
Y3roB, AaHHbIX O MPUMEHSEMbIX Kabensax

1 obLero pacnonoxeHust 060pynoBaHNS;

.8 nepeyeHb IT- n OT-cucteMm C ykasaHnem
UX KaTeropum;

.9 NOTOKM JaHHbIX U CETEBLIE YCTPONCTBA
UK pecypcbl, NOTEHUMASBLHO KX
orpaHu4yMBaloLLne;

.10 BHELLHME NOAKIYEHNS ANS yaaneHHOro
[ocTyna;

.11 TO4KM gocTyna n nHTepdencel, Bkoyas
MeXmMaLlunHHble (M2M) nHtepdelicsl;

.12 nornyeckmne cxembl CyOoBbIX ceTen

MpencTtaensieTca
B Peructp ansa
MHg opMaumm
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2.2.1 [okymeHTauus, KoTopas OOMMKHA HaxoAuTbesl Ha GopTy cyaHa, npeacTaBneHa
B Tabn. 2.2.1.
Tabnwnya 2.2.1
I_rl\j?_l HanmeHoBaHue OnwucaHne MpumevaHne

Onucanue ceten
nepenayn gaHHbIX

[oKyMeHT JOmKeH cogepxartb
cnenyLyo MHOopMaLUmio:

.1 bnanyeckoe pacnonoxeHue
31IEMEHTOB CUCTEM U MOACUCTEM
(Hanpumep, HaMMEeHOBaHWS
nomeLleHns, nanyosl
pacnonoXeHusa n T.4.);

.2 CBA3N CUCTEMBbI kaTteropuu |

¢ cuctemamu kareropuii Il nnu ll;
.3 CeTeBYIO TOMOMOIMIO CUCTEM U
nogcucTeM (3Be3fa, Konbuo nT.4.);
.4 npumeHsieMble CeETEBbIE
TexHonoruu (Hanpumep, Gigabit
Ethernet, Fast Ethernet);

.5 npumeHsemble kabenu nepenayn
OaHHbIX (BUTas napa, onTUYeCKUI
kabenb 1 1.4.);

.6 CBA3N KOHTPONNEPOB U NOMEBbLIX
yctponcts (MODBUS, Fieldbus
nTah.);

.7 ceTeBble CXeMbl C yKasaHuem
YCTPOWCTB, y3M0B, AaHHbIX

0 NpuMeHsaeMbIx kabensix n obLiero
pacnonoxeHus obopygoBaHus;

.8 nepeyeHb IT-n OT-cuctem

C yKasaHNeM NX KaTeropum;

.9 NOTOKM JaHHbIX U CETEBbIE
YCTPOWCTBA U pecypcsl,
NoTeHUMansHoO nx
orpaHu4MBaOLLNE;

.10 BHELLHNE NOAKIOYEHUS

ONS yoaneHHoro JocTyna;

.11 Toukn gocTtyna u nHTepencsl,
BKMOYas MexmMalumHHble (M2M)
UHTepdenCsl;

.12 nornyeckmne cxembl 6OPTOBbLIX
ceTemn

Onuncb anemeHToB
KOMMNbIOTEPU3NPOBAHHbIX
cuctem kareropun Il n il

[na yctponcTs, MMerLLmnx
MHTepdencHble CBA3M C
KOMMNbIOTEPU3NPOBAHHbIMM
cucteMamm (Hanpumep,

ANs nporpaMmMumpyemMblxX
NIOrMYeCKNX KOHTPOSEPOB,
yOaneHHbIX Mogynemn
BBOOA/BbIBOAA, CTAHLMN
4yernoBeko-maLlumHHoro (HM|)
UHTepdenica, 4aTYNKOB, YACTOTHbIX
npeobpasoBarenen,
aBTOMAaTMYECKMX BbIKIKOYaTeNewn,

MpumeHsaeTca Kk cyaam,
KOHTPaKT Ha NOCTPOWKY
KOTOPbIX 3aKIHOYEH
01.01.2021

N1 nocne 3Ton aarbl,
N CyLLECTBYHOLLUM Cyaam
nocrne 01.01.2022.

[na cywecTtByoLWwmx
CyOoB OMNUCh
cocTaBrisieTcs
KoMnaHunen.

[na cynoB., KOHTPaKT
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Ne
/n HanmeHoBaHne OnwucaHune MpumevaHne
hM3NYecKnx cepeepos, Ha NOCTPOWKY KOTOPbIX
KOMMbOTEPOB, paboumx cTaHumn, 3akntoyeH 01.01.2021
YCTPONCTB XpaHEHUS OAaHHbIX Unv nocne aTon aarhl,
N T.0.), N CETEBbIX OMNnUCb AOMKHAa ObiTb
KOMMYHMKaLIMOHHbBIX YCTPONCTB CcocTaBrieHa CUCTEMHbIM
(Hanpumep, ANst KOMMYTaTOPOB, WHTErpaTtopom o
MapLLPYTU3aTOPOB, MEXCETEBbLIX MOMEHTa nepegayn
3KpaHoB, NpeobpasoBarenen cyaHa.
MHTEPdENCOB U T.4.) 4OMKHbI ObITb | B nepmog akcnnyaraumm
yKasaHo criegytollee (4ns kaxgoro | cygHa, HenmocpeacTBEHHO
YyCTPOWCTBA): nocre BHeCEHUS
.1 HauMeHoBaHue,; M3MEHEHUN B
.2 Mapka/npoussoanTenb KOMMbIOTEPU3NPOBAHHbIE
(nocTaBLLKK); cucteMbl (0OGHOBNEHME
.3 Moaene; MO, sameHa
.4 Bepcusi onepaumoHHOM cuctembl | ob6opyaoBaHms,
NI BCTPOEHHOW NporpaMmmbil 3a UCKITIOYEHNEM
(Firmware) 1 Bepcus crny4yaeB 3aMeHbl
ycTaHoBneHHoro MO; Ha aHarnorn4yHoe
.5 onncaHmne HacTpoexk, obopynoBaHue
€eCcnun NpUMEHNMO; 6e3 naveHeHus MO),
.6 MHbopMaumsa 0 pacrnonoXxeHmm OTBETCTBEHHbLIM
obopyaoBaHus (Hanpumep, xunoe | NepcoHanom Ha cyaHe
nomeLlleHne/mMmaluMHHoe OOMKHbI ObITb BHECEHDI
oTaeneHue) COOTBETCTBYHOLLNE
N3MeHeHNs B ONUCb
C yKa3aHueM farbl
N NPUYNHBI BHECEHMS
N3MEHEHUN, a TaKkke
MHgopmaumsa od
ncrionHutene pabot
NO BHECEHWNIO U3MEHEHUN
3 Onucb [okymeHT JomKkeH cogepxarb MpumeHaeTca k cyaam,

KOMNBIOTEPU3NPOBAHHBIX
cuctem kateropun |l n lll
(nornyeckmit ypoBeHb)

cnenyLyo MHOopMaLmio:

.1 onanasoH ncnonb3yemMbix
IP-apnpecoB ¢ ykasaHueMm:
nepeyHsi CETEBbIX YCTPOWCTB

(c ykasaHuem IP-agpeca),
ucnonbayowunx IP-agpeca

B J]aHHOM AManas3soHe;
(PYHKLMOHANbLHOro onncaHus
Avana3soHa /P-agpecos;
B3aMMOCBA3N C ApYrMMHU
avanasoHamu;

.2 ans yctpowcTts 6e3 /P-agpecos:
nepeveHb YCTPOUCTB C yKazaHUeM
MAC-agpecoB nnm agpecos,
cneundmnyHbIX ans
NPOMBILLNIEHHbIX NPOTOKOSOB B
ceTu;

YHKLMNOHANbHOIo ONUCaHns CETH;
.3 TOYKN NOAOKITHOYEHUNS K CETU

C yKasaHneMm:

nepeYHs NopToB AOCTYNa;
agpecaumm, ecnm ectb
cneumanbHbIN NPOTOKON;

KOHTPAaKT Ha NOCTPOWKY
KOTOPbIX 3aKI4YeH
01.01.2021 vnn nocne
3TOW gaThl.

Onwucbk gomkHa ObITb
cocTaBrieHa CUCTEMHbIM
WHTErpaTtopom o
MOMEHTa nepena4u
cyaHa.

B nepwog akcnnyaraymm
CcyQHa, HenocpeacTBeHHO
nocrne BHeCEHUS
M3MEHEHUN B
KOMMbIOTEPU3NPOBAHHbLIE
cucteMbl (0GHOBREHME
MO, sameHa
obopyaoBaHus,

3a UCKITIOYEHNEM
Cny4aeB 3aMeHbl

Ha aHanorn4yHoe
obopynoBaHue

0e3 nameHeHus O),
OTBETCTBEHHbIM
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Ne
/n HanmeHoBaHue OnucaHne MpumevaHne
nepeyHsi NoaKIoYEeHHbIX nepcoHanom Ha cygHe
YCTPOWCTB; OOIMKHbI BbITb BHECEHDI
.4 nornyeckne cepeepsbl COOTBETCTBYIOLLMNE
N KOMMBbIOTEPbI C yKasaHUeM, N3MeHeHns B ONnCb
€Cnv NpUMEHUMO: C yKasaHmem garbl
IP-appecaunn (cetn, Mackm N NMPUYNHBI BHECEHMS
MOACETH, LUMO30B); N3MEeHeHUN, a Takke
Bepcun ornepaumoHHON CUCTEMBI; MHdopmauns od
OCHOBHOTIO (PM3MYECKOro cepBepa; | mcnonHuTtene pabot
NPUNOXEHNIN N UX BEPCUNA; NO BHECEHWNIO UBMEHEHNN
.5 coeaMHeHs NoneBbIX YCTPOWNCTB
(yoaneHHble mogynu
BBOAA/BbIBOAA, NHTEMMEKTYanbHbIE
OaT4vKM U T.0.) C yKa3aHUEM:
IP-appecaunn (cetn, Macku
MOACETK, LM03a), CBA3AHHOTIO
MAC-agpeca v cetn unu agpeca,
crneumdmnyHbIX ons
NPOMBILLIEHHbIX MPOTOKOMOB
B CETU, €Ccinv HeobXxognmo
4 | Onucb MO [lokymMeHT JOmKeH cogepikaTb MpumeHsaeTca k cyaam,
KOMMNbIOTEPM3NPOBAHHbIX | CreayoLLyo MHopMaLuio: KOHTPaKT Ha NOCTPOWKY
cuctem kateropun Il n il .1 HaumeHoBaHue IMO; KOTOpPbIX 3aKroveH
.2 HaMMeHOBaHue paspaboTtunka 01.01.2021 unm nocne
MNno; 3TOW Aarthl.
.3 fary ycTaHoBKM 1 Homep Bepcumn | Onuck gormkHa 6bITb
Mno; COoCTaBfneHa CUCTEMHbIM
.4 cnocob o6enyxuneaHmsa MO WHTErpaTtopom o
(nokanbHbIN/ yganeHHbIn); MOMEHTa nepegayn
.5 BMA yyeTHom 3anuncu cygHa.
(obwmn/cneynanbHbIn); B nepwvog skcnnyaraumm
.6 MaTpuLy goctyna ¢ ykasaHuem CcyaHa, HenocpeacTBeHHO
npae Ha YTeHue, 3anucb Unu nocre BHeCeHus
ynpasrieHue; N3MEHEHUN B
.7 HOMEp NULEeH3UK, ecnu KOMMbIOTEPU3MPOBAHHbIE
NPUMEHNMO; cucteMbl (OGHOBREHME
.8 BUA 1 gaty NnpoBeaeHHOro MO, 3ameHa
obcnyxmeanus MO; obopygoBaHus,
.9 MHpOpMaLMIO O KOMNaHWK C 3a UCKIOYEHNEM
yKa3aHneM AaHHbIX UCMONHNTENS, crny4aeB 3aMeHbl
BbiNonHuBLIen obcnyxmeaHue MO | Ha aHanornyHoe
obopynoBaHue
6e3 nameHeHus MO),
OTBETCTBEHHbLIM
nepcoHanoMm Ha cyaHe
OOIMKHbI ObITb BHECEHDI
COOTBETCTBYlOLLNE
N3MeHeHUs B ONNCb
C yKasaHueM garbl
N NPUYMHBI BHECEHUS
N3MEeHeHUN, a Takke
MHgopmaunsa od
ncrnionHutene pabot
N0 BHECEHWIO N3MEHEHUI
5 | OueHka puckos CornacHo pasa. 3
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Ne
/n HanmeHoBaHue OnucaHne MpumevaHne
6 | WHcTtpykums no [okyMeHT gormkeH cogepxartb MpumeHseTca K cyaam,
obecnevyeHuio cnegyoLyo UHopMaUmio: KOHTPaKT Ha NOCTPOWKY
knbepbeszonacHocTu ornucaHue mep no KOTOPbIX 3aKI4eH
Ha cyaHe npenoTBpaLleHNo BO3HUKHOBEHUS 01.01.2021 vnun nocne
KnbepHUMOEHTOB; 3TOM Aarhl,
[naH pencteui B N CyLlLeCTByOLW UM cyaam
HenpenBMaeHHbIX obcTosiTensctBax | nocne 01.01.2022.
(Contingency Plan); HOokymeHT
npouenypbl OpraHn3aumm npouecca | paspabarbiBaetcs
obcnyxumeanuga MO KOMMNaHuen Ha
OCHOBaHWUN OLEHKM
PUCKOB U peKoMeHAaLMN
npowussoguTenem
obopygoBaHus
7 | MNepeyeHb NocTaBLMKOB [ okymMeHT JOmKeH cogepxaTb TpeboBaHus K
ycnyr cnenyrLLyo MHOpMaLMIO: nocTaBLLXKaM ycnyr
nepeyeHbL 060pyaOBaHMSA C yKkasaHbl B 4.3.2.3.
ykasaHnem HammeHoBaHus MO, MpumMeHsieTca K
obcnyXMBaemMoro NOCTaBLLMKOM CYLLECTBYHOLLMM Cyaam
yCIyT; N cyaaMm, KOHTPaKT Ha
HanMeHOBaHWe opraHn3aLmm, NMOCTPOWKY KOTOPbIX
UMelLEen paspeLleHne Ha 3akntoyeH 01.01.2021
obcnyxmMBaHne KOHKPETHOTO UK nocre 3Ton Aarhbl.
obopyaoBaHus [okymeHT
paspabatbiBaercs
n obHoenseTcA,
npu HeobxoguMocTy,
KOMMNaHWen B Te4eHne
BCEro nepvoga
aKcnyaraumm cygHa
8 | Onwucanue nepumertpa [okyMeHT JormkeH cogepxartb MpumeHseTcd Kk cyaam,

6esonacHoCcTU

cnenyoLyo MHOopMaLUmio:
nepeyeHb NOMELLEHWI C yKasaHUeM
nepeyHsi obopygoBaHus
(KOMMYHMKaLWOHHOTO
0b0opyaoBaHMs, KOMNBIOTEPOB,
KOHTPOMNEpPOB), pasMeLLEHHOrO
BHYTPU Ka)XOOro NOMELLEHNS;
onucaHue NpUHATLIX Mep

Mo orpaHUYeHunto goctyna

KOHTPAaKT Ha NOCTPOWKY
KOTOPbIX 3aKIT4YeH
01.01.2021 nnn nocne
3TOW garhl,

N CyLLECTBYIOLLMM Cyaam
nocne 01.01.2022.

Ons cywecTtByOLWNX
CydoB onucaHue
cocTaBrnsieTcs
kKomnaHuven. [ing cynos,
KOHTPaKT Ha NOCTPOWKY
KOTOPbIX 3aKo4eH
01.01.2021 vnn nocne
3TON Aathkl, onucaHne
[OOMKHO ObITb
COCTaBIIEHO CUCTEMHbIM
WMHTEerpaTopom o
MOMEHTa nepeaayn
cygHa.

OnuncaHune OomKkHO
06HOBNATLCA, NpU
HeobxogMmocTH,
KoMMnaHuen B Te4eHne
BCEro nepuoga
aKcnnyaraumm cygHa
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3 OLUEHKA PUCKOB

3.1 OBLUWME TPEBOBAHUA NO BbINOJIHEHUIO OLUEHKUA PUCKOB

3.1.1  OueHka pUCKOB BO3HUKHOBEHUSI KmbepaTak M KMOEepHUMOEHTOB AOrmKkHa ObiTb
BbIMONHEHa ANA KOMMbIOTEPU3INPOBAHHBLIX CUCTEM KaTeropui | (NpyM  HanuyimmM  cBA3en
¢ cuctemamm kateropun Il unu 1), 1l v lil.

3.1.2 [Ona cypoB, KOHTPaKT Ha MNOCTPOMKY KOTopbIX 3akntodeH 01.01.2021
UNK nocrie 3Ton AaThbl, OLEeHKa PUCKOB OOSMKHA ObiTb BbIMOMHEHA CUCTEMHBIM UHTErpaTopomM,
Ons  CyLWeCTBYIOWMX CyOOB OLEHKa pPUCKOB [JOrmkHa ObiTb BbINOMHEHA KOMMAHUEW.
[MoBTOpHas oOLEeHKa PUCKOB AOMXHA ObiTb BbIMONHEHA MPU BHECEHUN U3MEHEHUN (U3MeHeHue
CTPYKTYpbl CUCTEMbI, 3aMeHa 3NEeMEHTOB Ha HOBble OTMWYHbIE OT paHee MNPUMEHSIEMbIX,
pobaBneHne HOBbIX (PYHKUMA W T.4.) B KOMMNbOTEPU3UPOBAHHbLIE CUCTEMbI Kateropum |
(Npu Hanuuum cBsazen ¢ cuctemammn kateropun 1l vnn 1), I nlll.

3.1.3 [Ona cynoB, KOHTPAKT Ha MNOCTPOMKY KOTOpbIX 3akmodeH 01.01.2021
Unu nocrne aToM Aatbl, OOMyCKaeTCA BbIMOMHATL OLEHKY PUCKOB [Afs FONOBHOrO CyaHa
npyv yCroBuUM OTCYTCTBUS CYLUECTBEHHbLIX pasnuuMi  Mexay KOMMbTEepUsnpoBaH HblM U
cuctemamu cynoB ogHon cepun. K cylecTBEeHHbIM OTHOCATCA criedytowmne pasnnyms:

Nno KOMMYeCcTBY B3aUMOCBSA3aHHbLIX KOMMbIOTEPU3NPOBAHHBLIX CUCTEM;

No BbINOMHAEMbIM (PYHKLMAM KOMMbIOTEPU3MPOBAHHLIMU CUCTEMAMU;

Nno COCTaBy CETEBbIX KOMMYHUKALMOHHbBIX YCTPOWUCTB;

no cnocobam obcnyxunBaHusa (NOKanbHOE, OUCTAHLMWOHHOE) KOMMbOTEPU3MPOBAH HblX
cucTtewm;

Nno HanWyuK MOAKITIOYEHUA CYOO0BbIX KOMMbOTEPU3NPOBAHHBLIX CUCTEM K BHELIHUM
cuctemam, HaxogdawmMmcs 3a npegenamm cyHa.

3.14 Tlpu BbIMNONHEHUN OLLEHKN PUCKOB ANSA CYLECTBYHOWMX CYy[O0B [OMycKaeTcs
BbIMONHEHNe obLLen OLueHKN PUCKOB ANSA CyAOB OOHOro MnpoekTa npu OTCYTCTBUM pasnuyuni
MexXgy KOMMbITEPU3NPOBaHHBIMW CUCTEMaMU PasNUYHbIX CyAO0B, yKasaHHbIX B 3.1.3.

3.1.5 [pu BbINOMHEHNM OLEHKU PUCKOB AOMKHblI YYUTbIBATLCA TWUMN CydHa, Hanuuve
CBA3EN Mexay pasnUuHbIMW CUCTEMaMW W CBHA3EW Mexay CyAHOM W 6eperom unu mexay
CYOHOM M OpyrM o6 bEeKTOM.

3.16  Ananus pUCKOB OOMmKeH BbISIBUTb HenocpeacTBEeHHOe BNUsHUE
Ha obopynoBaHue, fesonacHOCTb  aKkcnnyatauuMm  cydHa, 6esonacHoCTb  nogen
N OKpY>KatoLLyto cpedy. AHanu3 pycKoB AOMKEH YYUTbIBATb BMVSIHWE HA CBA3aHHblE CUCTEMBI.

3.1.7 Mpn Hanuumm ypaneHHoro AocTyna K CydoBblM CUCTEMaM OLleHKa pPUCKOB
JOIKHa yuYuTbiBaTb Yrpo3bl, CBA3aHHbIE C yAaneHHbIM SOCTYMNOM.

3.1.8 Pe3ynbTaTbl OLEHKW PUCKOB [AOMKHbI ObiTb LOKYMEHTUPOBaHbI. [OKYMeEHT
OOIMKEH cogepXaTb KayeCTBEHHYK W/MMM  KONMUYECTBEHHYI0 OLEHKY PUCKOB, KpuUTepuu
NPUHATUA  pUCKa, a Takke WHPopMaLM O CTeneHW Cepbe3HOCTM nocneacTsni
BO3HVMKHOBEHUS PUCKOB.

3.1.9 Ha ocHoBaHuM npoBeOeHHOW OLEHKM pPUCKOB C Y4YeToM pekoMeHaauui
n3roToBuTENEN JomkHa  ObITb  paspaboTaHa UHcTpykuma  no  obecneyeHuto
knbepbesonacHOCTN Ha CyaHe.
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3.2 TUNOBbIE PUCKU

3.21 Tlpu npoBedeHUN  OLEHKW [OOSMKHbl  YYUTbIBATbCA  PUCKK, CBA3aHHbIE
C 0COBGEeHHOCTAMMU n yCnoBuAm aKcnnyataumm pasnuyHbIX TWMNOB CyAoB.
[ormkHbl 6bITb yYTEHbI, KaK MUHUMYM, CreayoLwwmne pucku:

.1 nonyyeHue HeCaHKLMOHUPOBAHHOIO [OCTYNa;

.2 0TKa3 pabotocnocobHocTn cuctem kateropun Il n lll B pesynbtate ¢umanyeckoro
NoBpeXAeHUss 3NeMeHTOB cucTeMbl, nospexaeHusa 1O, HapyleHus LenoCTHOCTU AaHHbIX,
noTepu anekTponuTaHua u T.4.;

.3 HenpegHamepeHHble OEWCTBUSA NepcoHana, 3KChnyaTupylowero cuctemy,

4 3apaxeHue nporpaMMHo-annapaTHbIX cpencTs cucTem kateropun |
(Npn Hanuuum ceaAsen ¢ cuctemammn kateropun 1l vnn 1), 1l nll.
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3.3 CTAHOAPTbI NO OLIEHKE PUCKOB

3KcnnyaTaumel7| CyaoBbIX

3.3.1 OueHka PUCKOB, CBSA3aHHbIX c
npUMeHeHNEM

KOMMNbOTEPU3INPOBAHHbBIX CUCTeMm, AOJTXKHa BbIMOJTHATbLCA C

CTaHOapTU3NPOBaHHbIX METOLOB.
3.3.2 I'Ipm nposegeHnn OuUEeHKN PUCKOB [OOJTXHbl MCNONb30BaTbCA HauWOHallbHble

nvnu mexayHapoaHble CTaHAapTbl MO YMPaBMEHWMI0 PUCKaMW U OLLEHKE PUCKOB, Hampumep,
ctaHgaptel MCO/M3K 27005:2018 u MCO/MBK 31010:2019 wnu gpyrve 3kBUBaNEHTHblE

CTaHOapThbl.
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4 TEXHWYECKUWE TPEBOBAHUA

TexHuyeckne TpeboBaHWSA, W3NOXEHHbIE B HACTOsAWEM pasgene, HanpasneHbl
Ha obecneyeHne BbIMOMHEHUS LeneBbiX U PyHKUMOHaNbHbIX TpeboBaHWn no obecneveHuto
knbepbesonacHoCT Ha cyaax.

Llenbto PykoBoAcTBa C TOYKM 3peHUst MPOEKTUPOBAHUS W CTPOUTENbCTBA SABMSETCS
obecneveHne knbepycTONUMBOCTU CyaHa, KOTOpas AOMKHa NogAepKUBaTbCA Ha NPOTSXKEHUU
Bcero nepuoga akcnnyataumn. [Ona obecnedyeHus BbINOMHEHUS [AHHOW LUenu OOMKHbI
BbIMONHATLCSA criegyolime Lernesble N PyHKLUOHanNbHbIe TpeboBaHus.

NaoeHTndpukauma (1) — Hanuume nomnHon nHdopMaumm o BCex yCTPOWCTBaxX, CUCTEMAX,
CeTsaX W MOTOKax [aHHbIX MexXay cucTeMamuM U 3nemMeHTamm cucteM Ha BopTy cygHa
ONS NpUHATUA  Mep no  3awmte OT  KubepuHUuaeHToB, OOHapyxeHuto  Kubepartak
N KUOEPUHLMOEHTOB, MNPUHATMIO OTBETHBIX Mep MpU BO3HWKHOBEHWW KWOEpUHLUMOEHTOB
N BOCCTAHOBIMEHUO CUCTEM, NOABEPXKEHHbIX KMOEepUHUMOEeHTaMm.

DyHKLMOHaNbHbIe TpeboBaHWs:

I1: gomkHa ObITb onpedeneHa WHGOpMaumMs, KoTopor obMmeHuBalTCs Mexay cobon
cypoBble OT-cucTeMbl, a Takke cygoBble OT-cuctembl C 4PYTUMM CUCTEMAMM,

12: pomkHbl 6GbITh onpefeneHbl B3aMMO3aBUCUMOCTU MEXAY KPUTUYECKUMWU CUCTEMaMM
N PUCKKN, KOTOpble MOryT NoBMAMATbL Ha Ges3onacHoCTb akcnnyatauuu cygHa, 6e3onacHoCTb
nogen 1 oKpy>KaroLy cpefy, Koraa Takne CUCTEMbl MOOBEPraloTCs PUCKY.

3awwmta (P) — npymeHeHne 3alIMTHBIX CUCTEM U YCTPOWCTB Ans obecneyeHus
pa3nnyHbIX CNOcoOOoB 3awmTbl OT-CUCTEM N COOTBETCTBYIOLLEN MHGOPMALMK.

PDyHKLMOHaNbHbIE TPeOOoBaHWS:

P1: IT- u OT-cuctembl OOMKHbI ObITb paspaboTaHbl C obecrneyeHneM ©Oe3onacHbIX
KOHGMrypauum, nHterpaumm n obcnyxmeanma Mo;

P2: coBmecTHasa pabota OT-cucteM fOmkHaA OblTb OrpaHnyeHa TOMbKO onpeaeneHHbIMu
KPUTUYECKNUMU PYHKLIMSMMU;

P3: cetn IT- n OT-cucTeM AOMKHbI BblTb CErMEHTUPOBaHbl U pasgeneHbl Ha ceTeBble
30HbI;

P4: poctyn (unsndecknii n normdecknin) kK OT-cnctemam AOMMKeH ObiTb OrpaHnUYeH;

P5: gpomxHa 6bITb cBeAEHa K MUHUMYMY BO3MOXHOCTb HapyLlueHus paboTbl OT-cuctemsl,
KoTopasi BfusieT Ha CNoCOBHOCTb BbIMOMHEHUS KPUTUYECKUX DyHKLUA 6e3onacHoCTu.

O6HapyxeHue (D) — obecneyeHne CBOEBPEMEHHOIO U 3PPEKTUBHOrO OOHapPyXEeHUs
KnbepuHLNOEHTOB.

PyHKUMOHaNbHbIE TpeboBaHUs:

D1: pomxHbl 6bITb NpegyCMOTPeHbl CpeacTBa AN MOHUTOPUHra COCTOSHUS paboThbl
OT-cuctem, obecneynBaioliMe HeMNpPepbiBHYO WWAKM MO 3anpocy CamMOAMarHOCTUKY
W OVArHOCTUKY KadecTBa COeAUHEHWs, Wunn cpeacTBa AN KOHTPOMNSA NPOU3BOAUTENBHOCTU.
YKasaHHble cpedcTBa AOMKHbI MPUMEHSTLCH, MO KpanHen Mepe, B CeTHAX, COeAUHSIOLLLMX
OT-cuctemsbl, n B ceTax, coegunHsatowmx IT-cuctemsl ¢ OT-cnctemamu.

PearuposaHune (R) — orpaHnyeHve pacnpoCTpaHeHWst U OAUTENbHOCTU BO3OENCTBUSA
BO3MOXHOro nospexaeHuss OT-cucTeM U COOTBETCTBYIOLLEN UHopmaLmu.

R1: BnusHMe KNOEPVHUMOEHTOB [OOIMKHO OblTb OrpaHMYeHO 30HOW, OnpederneHHon
Npy NPOBEAEHUN OLLEHKN PUCKOB.

R2: 4omkHO ObITb CBEAEHO K MUHUMYMY PacrnpOCTPaHEHNEe BO3MOXHOrO OTKasa paboTbl
OT-cuctembl, KOTOpasi BIMSIET Ha CNOCOOHOCTb BbLIMOSIHEHUS]  KPUTUMECKMX  DYHKLMN
6e3onacHocTu.

BocctaHoBneHue (RC) — cBoeBpeMeHHOe BOCCTaHOBMNEHWE (PYHKLMOHANbHOCTU
OT-cucTem Ang nogaepxaHusa cyaHa B 6e30MacHOM COCTOSHUN.

DyHKUMOHanNbHbIe TpeboBaHUs:



Pykosodcmeo o obecrniedeHuro kubepbesonacHocmu (pasden 4)
20

RC1: obopynoBaHne AOMKHO ObITb CNPOEKTMPOBAHO Takum ob6pa3oM, 4Tobbl obecnevnTb
BO3MOXHOCTb PE3€pPBHOr0  KOMMpoBaHUA W  BoccTaHoBrieHwe OT-cucTteM C  LEenbio
CBOEBPEMEHHOrO BOCCTAHOBMEHMS 6€30MacHOro COCTOSHWUS CyAHa.

[onyckaetcss nNpMMEHEHWEe  TEXHUYECKMX  PELUEHUN,  OTIIMYHbIX OT  yKasaHHbIX
B HacTosiLLeM pasgene, €ecnM OHW B TMOMHOM Mepe oOecneynBatoT  BbIMOSIHEHME
BblLLEyKa3aHHbIX LeneBbiX Y yHKLMOHANbHLIX TpeboBaHWi.

B T1abn. 4 npepctaeneHa cBogHasi MHAOPMAaUUSA C yKasaHMEM KOHKPETHbIX MYHKTOB
PykoBogcTBa, o6ecneymBarolimx BbINOSIHEHWE (DYHKLMOHAMNbHbIX TpeboBaHWN.

Tabnuua 4
O60o3HayeHne
dyHKUNOHANBHOIo Pasgen/nyHkT PykoBogcTaa
TpeboBaHus
11 4111
12 pasa. 3, 4.1.1.1
P1 4.1.1
P2 415.4
P3 41.5.6,4.1.5.9,4.1.5.10
P4 4155,416,4.1.7
P5 415.3,41.5.4
D1 41.3
R1 n.6 1abn. 2.2.1
R2 n.6 1abn. 2.2.1
RC1 4.1.4,4.3.1.6
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4.1 TPEBOBAHUA K MPOEKTUPOBAHMUIO

41.1 O6wue TpebGoBaHuUSA.

4.1.1.1 CwncTeMHbIM WHTErpatopoM AormkHa OblTb pa3paboTaHa [AOKyMeHTauus,
yKasaHHasa B 1abn. 2.1.1.

4.1.1.2 Ha aTane npoekTUPOBaHWS W3rOTOBUTEMb KOMMNbIOTEPU3UPOBAHHOW CUCTEMDI
OOMMKeH BbINONHUTL aHanu3 BMAOB W nocrieqcTeni otkasos (FMEA) KoMnbloTepusMpoBaHHO M
cuctembl. Ha OCHOBaHWM BbLINOMHEHHOIO aHanmsa [OMKHbl 6bITh onpedeneHbl TEXHUYEecKne
Mepbl 6esonacHocTw.

4.1.1.3 [JomkHa ObiTb obecnedyeHa 3awWwmra OT HECaHKLUMOHMPOBAHHOIO AOCTyna
K anemeHTam cucteMm, QyHKUMAM oBMeHa AaHHbIMW U PYHKUUSM,  BIUSIOLLUM
Ha 6e3onacHOCTb 3Kcnnyataumm cyaHa, 6e3onacHoCTb M0AEN N OKpyXKatoLLyo cpeay.

4.1.1.4 Tpn Bbibope obopyaoBaHWA AOMKHLI YYUTbIBATLCA YCMNOBUSA 3SKCNnyartauuw,
BO3MOXHOCTb ~ MEXaHW4eCKOro MnoBpexAeHus WM HEeCaHKLUWOHMPOBAHHOro  AocTyna
B MecTa yCTaHOBKMU 3reMeHTOoB KOMMbOTEPU3NPOBAHHBLIX cucTem. OnemeHTbI
KOMMbIOTEPU3NPOBAHHBLIX CUCTEM [OMXKHbI pacnonaratbCs B MeCTaX, COOTBETCTBYHOLLMX
TEXHUYECKNM XapakTepucTukam (cTeneHb 3awmtbl obonoykn obopyaosaHus (IP), avanasoH
paboymx Temnepatyp v nap.) obopyaoBaHus, € y4eToM yKasaHu U3rotoButens obopynosaHus
n TpebosaHun PykoBoacTtBa.

4.1.1.5 KomnbloTepuanpoBaHHasi CcuUcTemMa [JOSbkHA OblTb CMApPOEKTUpOBaHa TaKUM
obpasoM, 4ToObI obecneunTb KOHPUOAEHUMANbHOCTb, LIENOCTHOCTb M LOCTYNHOCTb AaHHbIX,
Heobxoaumbix AN obecnedeHuss 6Ge3onacHoOn sKcnnyarauun cygHa.

4.1.2 3awmTta oT KUbepuHUMOEHTOB.

4.1.2.1 Ha ocHOBaHWM BbIMOSTHEHHOrO aHanusa BMAOB W NOCNeAcTBMi oTkasos (FMEA)
MOTYT NPUMEHATLCA crneayowme Mepbl 3awuTbl CeTu:

.1 ynpaBneHue WHMPaACTPYKTYpOM OTKpbITbIX Krtoven (PKI) n ynpaeneHne y4deTHbIMU
JaHHbIMW nonb3oBaTternen cetu, Bknwyaa M2M-cetu;

.2 ayTeHTMdMKauusa (npoBepka MNOAMMUHHOCTM) UMW  OrpaHUYEeHne  MONHOMOYUN
Ans yaaneHHoro gocTyna;

.3 KOHTpOfb (pr3nyeckoro JOcTyna K ToMKam NOAKMIOYEHUS K CETY;

4 npepocTaBneHve Nonb3oBaTento UMM cUcTeMe A0CTyna K MHgopmaumm 1 pecypcam,
KOTOpble MWHUMarbHO HeoB6XOAWMblI AN YCMELWHOro BbINOMHEHWs MOCTaBMEHHON 3ajadu
(MpyHUMN HammeHbLnX npusunerun (Least Privilege Policy));

.5 WndpoBaHne AaHHbIX NpU OpraHusaumn yaaneHHoro AocTyna;

.6 KOHTpOMb LENnOCTHOCTU AaHHbIX;

.7 pasgeneHne IT- m OT-cuctem. [lpn HeoBXoOQMMOCTM  OpraHuM3auum  CBHA3U
mexgy IT- n OT-cuctemamm OOMxHbl ObiTb BbINONHEHbI TpeboBaHus 4.1.5.7 n 4.1.5.9;

.8 TexHonorma QoS.

4122 Tlpe 970 BO3MOXHO, a Takke C y4yeTom TpeboBaHWA WU3roToBUTENEMN,
aHtTuBupycHoe 1O pomkHO 6bITb  YCTAHOBMEHO Ha  KOMMbOTEpax Wnv  ApYyrux
nporpaMMmpyemMblx YCTPOUCTBaX, MCMOMb3YHOLWNX CTaHOapTHble OnepalUoHHbIe CUCTEMbI.
MpumeHeHne aHTuBMpycHoro MO He OOMKHO OKasblBaTb BIUSIHUE Ha NPOM3BOAUTENBHOCTb
cuctem karteropuin Il n lll. Onga nporpaMmmMupyemMbiX JOrMYECKUX KOHTPOMEepoB WNu opyrux
YCTPONCTB, HE WCMOMb3YHLWMX CTaHOAPTHblE OMNepaunOHHbIE CUCTEMbI, OOMKHbI ObiTb
NPUHATBI MEPbI NO 3allMTe OT BMPYCOB Ha OCHOBaHUM PEKOMEHAALUA M3roTOBUTENEN.

4.1.2.3 TMpn Hanuuum aemunurtapusoBaHHon 30Hbl (DMZ) pgonyckaetcsi ycTaHOBKa
aHTMBMpycHoro MO Tonbko Ha cepBepe npunoxeHun (application server) npu ycnosuw,
yto obcnyxmBaHne [1O 3nMeMEHTOB KOMMbIOTEPU3MPOBAHHBIX CUCTEM OCYLLECTBNSAETCS
yepes cepeep npunoxeHun. lpn  obecneveHnmn  obcnyxuBanma MO anemeHTOB
KOMMbIOTEPU3MPOBAHHBLIX CUCTEM 4Yepes3 creumanbHO BblAenNeHHbI AN yKasaHHbIX Lenew
cepBep YynpaerneHus ucnpaeneHuammn (patch management server), aHtusupycHoe [10
JonycKaeTcs ycTaHaBnmBaTb TOMbKO Ha AaHHOM cepBepe.
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4.1.2.4 OOHoBNeHve aHTMBMpPYCcHOro MO OOMKHO OCYLLECTBAATLCS B aBTOMaTU4ECKOM
pexume. B cnyyae HeEBO3MOXHOCTM obecneyeHuss aBTOMATMYECKOro  OOHOBMNEHUS
aHTmBMpycHoro O pgonyckaetcs  BbIMOMHATL  OOHOBIIEHME B PYYHOM  peXume
He pexxe ogHOro pasa B Hefemntoo npu yCnoBuU HanNuyuus JocTyna Kk cetn UHTepHer.

4.1.3 O6HapyxeHue KU6epuHLMAEHTOB.

4.1.3.1 Ha ocHOBaHMM NPOBEOEHHOro aHanumsa BMAOB M NOCreacTBun otkasos (FMEA),
a Takke C y4yeTOM pekoMeHgauunh npoussogutenerd obopyooBaHus, OOMKHbl  ObiTb
npegycMoTpeHbl Mepbl OBHapyXeHust KubepuHUMAeHTa, C Uenbl OrpaHnyuTb  BIMSHUE
kubepuHumnaeHTa B 30He ero obHapyxeHus. MoryT ncnonb3oBaTbCsa crnegylowme cpeacrtsa
ans obHapyxeHust KnbepuHUMOEHTOB:

cuctema obHapyxeHus BTopkeHus (IDS) u cuctema npegotepalleHms BTopxkeHust (IPS);

WHCTPYMEHTbI KOHTPOSS KayecTBa COefUHEHUS,

cucTema KOHTPOnsi NPOVM3BOAUTENBHOCTU CETY;

WHCTPYMEHTbI 0OHapy»xeHust BpegoHocHoro [MO;

ynpaerneHne nHdopmMmaumern o 6e3onacHoCTM u cobbiTusx (SIEM).

4.1.3.2 B cynoBbIx KOMNbIOTEPU3NPOBAHHBIX CUCTEMAX OOSMXHblI NPUMEHATLCS CUCTEMBI
KOHTPOM4, perucTpauum u curHanusauum, Kotopblie 4omkHbl obecnednBatb, Kak MUHUMYM:

.1 KOHTPOMb WM CUrHanM3auuo BO3HUMKHOBEHUS CcriegyroLwmx knbepartak:

ceTeBbIX aTak (aHanu3 ceTeBoro Tpadwmka);

IP-cnydmHra (ucnonb3oBaHuns vyxoro IP-agpeca UCcTo4HuKa);

atak Tvna Man-in-the-Middle (knbepartak, Mpu KOTOPbIX 3/10YMbILUIEHHUK CMOCOOEH
YuTaTb U BUOOU3MEHSITb AaHHbIE, KOTOPbIMU OOMEHMBAOTCS KOPPECMOHOEHThI);

aTak Ha ypoBHE MPUNOXEHUI;

CETEBOWN pasBeakKu;

nepeagpecauum MnopTos;

nonyyeHns HecaHKLMOHUPOBAHHOIO A0CTyMa B CETb;

aTaK, UCMOMb3YIOLWMX NPUITOXKEHUSA TUMA «TPOSIHCKUIA KOHb» WIN CETEBbLIX YEPBEN;

.2 KOHTPOfb W CUrHanu3auuo criegyrolmx HemcrnpaBHOCTEN:

OTCYTCTBMSA NOAKNIOMEHNS K ceTu 0BopyaoBaHUS B TeYeHue 3adaHHOro BpeMeHu,

OTKasa 3M1eMeHTOB KOMMbIOTEPU3MPOBAHHBLIX CUCTEM;

.3 KOHTpOMb W perncTpaumio BO3HUKHOBEHNS COBLITUMA, CBA3AHHbLIX CO CreayoLwum:

ayTeHTUdMKaLmen (MpoBepKon MOANMHHOCTW) Mnonb3oBaTenen,

co3faHueM, W3MeHeHueM, yadaneHunem UK BroKMpoBaHUMEM  YYEeTHbIX  3anucen
nonb3oBaTtenemn,

XypHanomM cobbITui (BbIrpY3KOW U yaaneHMem 3anucen, npesblleHneM pasmepa),

BbIMONMHEHWEM HACTPOEK CUCTEMb,

obHoBneHnem 10,

pesepBMpOBaHUEM U BOCCTaHOBNEHWEM 0asbl AaHHbIX,

3anyCcKoM unu nepesarpy3kor CUCTEMbl U CEPBUCOB, a TakKe CUCTEMHbLIMU >XypHanamm,

HapyLleHMeM  MpaBUil  MEXCETEBOr0  3KPaHWPOBaHWS WM MpaBuil  CEeTEBOW
MapLupyTU3aumm,

NOAKMIOYEHNEM HEM3BECTHOIO YCTPOMCTBA, HE MPUHALMEXALLEro CeTH,

NOAKMNIOYEHNEM/OTKMIOYEHNEM O0OpPYAOBaHMS K/OT CETMW.

4.1.3.3 CwucTembl KOHTPOMSA CETU AOMKHbI NPEAOCTABMATE HEOOXOANMYIO MHGOPMALL U0,
OMMCHIBAKOLLYI0  KMOEpUHUMOEHT, ANS MpUMeHeHusa nonb3oBateneMm. Ecnv Ha cyaHe
npegycMoTpeHa  BO3MOXHOCTb  yAaneHHOro  [ocTyna, [AdoikHa ObiTb  obecneyeHa
BO3MOXHOCTb  MAEeHTUUUMpoBaThb KMOEPUHLNAEHT, CBA3AHHBIA  C  MOIyYeHUEeMm
HEeCaHKLMOHMPOBAHHOIO A0CTYMNa U3 BHELUHUX CETEN.

414 BoccraHoBneHue.

4141 Mepbl NO BOCCTAHOBMEHUO AOMXHbl OblTb pa3paboTaHbl W3roToBUTENEM
UM cUCTEMHbIM MHTerpaTtopoM. KpuTudeckne cuctembl AOMKHbl UMETb BO3MOXHOCTb
nogdepvMeartb CBOEBPEMeHHOe 6Ge3onacHoe pe3epBHOE KOMMpoBaHWE W BOCCTaHOBIEHME
B MONHOM 06beme.
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4.1.4.2 [omkHbl OblITb obecrnedeHbl cnegylowme Mepbl MO BOCCTAHOBMEHUHD
KOMMbIOTEPU3NPOBAHHBIX CUCTEM, 3aTPOHYThIX KMOEPUHLNOEHTOM:

.1 pesepBupoBaHuE WM Mepbl  BOCCTa@HOBMEHMS  OaHHbIX W 9NIEMEHTOB
KOMMbIOTEPU3NPOBAHHON CUCTEMbI;

.2 KOHTpoOnupyemoe OTKNioYeHne, cbpoc nnu nepesarpyska CUCTEM, UMM 3NEMEHTOB
CUCTEM, NOABEPXKEHHbIX BIMAHUIO KubepuHumnaeHTa.

4.15 CeTb.

4.15.1 Tlpu npoekTUpoBaHUM ceTern nepedaynm AaHHbIX [OOSMKHbl  UCMOMb30BaTbCA
CTaHOapTHble MHTepenchbl, a Takke OOMKEH y4uUTbiBaTbCA 06beM nepefaBaeMblX AaHHbIX
n Tpebyemasa CKOpocTb OBMeHa OaHHbIMU MeXOy 3NeMeHTamu CeTu C uenbio obecneyeHus
Tpebyemon nNpoM3BOAUTENBHOCTM  KOMMbIOTEPUINPOBaHHbLIX  cucTeM. [lormkeH ObiTb
obecrneyveH 3anac NpoOMyCKHOW CMOCOBHOCTM ceTel nepefaynm AaHHbiXx He MeHee 40 %
C uenbto obecneveHnss TpebyemMon NpPon3BOOMTENBHOCTU KOMMNbIOTEPU3UPOBAHHBLIX CUCTEM
npu Ux usmeHeHun (gobaBneHnn HoBbIX (PYHKUMA, AOOABNEHNM HOBbIX 3NIEMEHTOB CUCTEMbI
W T.0.) B MpoLecce aKcnnyarauum cyaHa.

4.15.2 [omkHO ObITb obecrneyeHO pe3epBMPOBaHME KaHamnoB nepefayym [OaHHbIX
ansi cuctem kateropuii Il m lll B cooTBeTcTBUM C TpebOBaHMAMW, WU3NOXKEHHbIMUM B pasg. 7
yactn XV «Astomatmsaumsy [Mpasun PC/K, nnn Ha OCHOBaHWM BbIMOSTHEHHOrO aHanu3a
BMOOB M NOcneacTBuin oTkasos (FMEA).

4153 OTkaz B O0fgHOM 4acTu cygoBonm cetm u3-3da cbosi ceTeBbIX YCTPOWUCTB
unu kmbepvHUuageHTa He JOMKeH BMWSTb Ha OCTarnbHbl€ CUCTEMbI, MOAKITHYEHHbIE
K NOBPEeXOEeHHOW CeTu.

4.15.4 C uenbto obecnedyeHuss yYCTOMHYMBOCTM K OTKasam Mpu MPOEKTUPOBAHUM
KOMMbIOTEPU3MPOBAHHBIX CUCTEM JOSIKHbI OblTb BbINOMHEHBI Criegytolme TpeboBaHus:

.1 ana cuctem kateropuii Il n lll gomkHa ObITb obecneyeHa HadexHas nepegada
AaHHbBIX MexXay cucTemamm u anemMeHTamm cuctem. [Npy BO3HUKHOBEHUM OLUMOOK M OTKa30B
B NepeAade AaHHbIX AOMKHbI OblTb BbINOMHEHLI CAMOKOPPEKTMPYOLWMNE AencTBMSA (MOBTOpPHAaSN
nepegava/aanpoc AaHHbIX, aBTOMaTUYeCcKoe MepekrioyeHne Ha pe3epBHblA KaHan nepegayu
OaHHbIX U T.4.), obecneynBaoLLimMe rapaHTUPOBaHHYIO nepefadvy AaHHbIX;

.2 ONd CUCTEM OTBETCTBEHHOrO HasHayeHusi AormkHa ObiTb obecrnevyeHa BO3MOXHOCTb
MECTHOro ynpaBreHuss cuctemMamu M obopygoBaHMEM Mpu OTKase KOMMbIOTEepU3NPOBaHHO M
CUCTEMBI;

.3 Ans yMEHbLUEHUA TMOBEPXHOCTM artakm cuctem kareropun Il n Il gormkHO OGbITb
obecrneveHo pasgeneHue (PU3MHECKOEe WU MOrMYEecKoe) KPUTUYECKUX U HEKPUTUYECKMX
JaHHbIX N NPOLIECCOB;

4  [OOMXHbl OblTb MNPUHATBI MEepPbl, WUCKMOYaloWme BOMHOBOW 3deKkT, npu KOTOPOM
MOryT  ObiTb  3apaKeHbl apyrue  cuctembl U NOACUCTEMbI B pe3ynbrare
OOHOro KNOEPUHLUMAOEHTA;

.5 Ans KoMmnbloTepusMpoBaHHbIX cucTem kateropun Il unu 1l B cnydyae oTkasa
Kakoro-nubo ceteBoro ob6opygoBaHNs UM HapyLUEeHNst ero (OyHKLMOHMPOBaHWS B pesynbraTte
KnbepuHUmngeHTa cypoBoe  0bopyaoBaHue, KOTopoe  ynpaeBndeTcs  yKa3aHHbIMU
KOMMbIOTEPU3MPOBAHHBIMM  CUCTEMAMW, OOMMKHO MEPENTU B COCTOsIHME, obecrnevyvBaroLlee
DOe3onacHylo aKkcnnyarauuio cygHa.

4.155 [OomkeH ObITb oOecnevyeH KOHTPONb AOCTyna K CeTU, UCKMYaloLWwmi
BO3MOXHOCTb MOAKIOYMEHU K ceTu 6e3 maeHTudmkaumm (pacno3HaBaHUEe Monb3oBaTens)
N ayTeHTudUKauum (NnpoeBepka MogfMHHOCTU NOMNb30BaTeNs UM AaHHbIX).

4.1.5.6 [JomkHO ObITb BLINOMHEHO pa3gerieHne CeTell Ha OCHOBaHWM  KOHLENUMU
KOMMNbIOTEPU3NPOBAHHOMW  CUCTEMbI M pe3ynbTaTOB aHanmMsa BMOOB W NOCMeAcTBUN
oTtka3oB (FMEA). PasgeneHne moxeT ObiTb BbINOMHEHO NMGO C MCMNOMb30BaHMEM Pa3HbIX
dm3nyecknx ceter, NMOO C NCMONBb30BAHMEM Pa3HbIX NOrndeckux ceten. NepumeTp Kaxaon
30Hbl CETU JOIMKeH OblTb YETKO onpedeneH U AOKYMEHTUPOBAH.
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4.1.5.7 B cnyyae, ecnu paspelleH [OCTYN Mexay pasfMyHbiMA CETEBbLIMU 30HaMM,
OH [JOIKEH KOHTPONMMPOBATbLCS MO MEPUMMETPY C UCMOMb30BAHMEM COOTBETCTBYHOLLMX
YCTPOWNCTB 3aLnThl (HanpUMep, NMPOKCU-CEPBEPOB, MapLLPYyTU3aTOPOB, MEXCETEBbLIX 3KPaHOB,
CeTeBblIX LUM30B, OAHOHANPaBNEHHbLIX CETEBbIX LUNI030B, 3alUMLLEHHbIX U 3awmndpoBaHHbIX
TyHHenen). JemunutapmnsoBaHHasa 3oHa (DMZ) gormkHa ObiTb OpraHM3oBaHa Mexgy CyOoBOWn
CeTbi0 M BHeWHeN ceTblo (OeperoBol CeTbio, CETbIO OPYroro cygHa unuM obbekTa).
MexceTeBble aKpaHbl OOMXKHbI NpegycMaTpuBaTbCa Mexay ceTamu cuctem kateropui | u i
n Mexagy ceTamm cuctem kateropum | nlll.

4.15.8 Cetun, obecneunBatolime yaaneHHbln JOCTYN, AOMKHbI KOHTPONMPOBaTbCA Ans
npegoTBpalleHns nobblx yrpo3 6e30MacHOCTM CO CTOPOHbI MOOKMOYEHHbIX YCTPOWCTB C
ncnonb3oBaHMeM MEXCETEBbIX  9KpaHOB,  MapLUpyTU3aTOpOB M KOMMYTaTopOB,
yaosneTBopsowmx TpeboeaHuamM ctaHgapta M3K 61162-460:2020. BHewHun goctyn Takmx
coefVHeHU [omkeH OblTb 3awmleH Ans npegoTBpalleHnst  HeCaHKLWOHUMPOBAHHOro
goctyna.

4.1.5.9 PaspgeneHne ceTten OOMKHO BbINOMHATLCSA C yY4ETOM criegyolmx TpedoBaHui:

.1 He ponyckaetcsa ycTaHOBKA MOCTOSIHHOrO CETEBOro LWft3a Mexay o0LeCTBEHHbIMU
cetaMm (CeTn, UCMONb3yemMble Maccaxupamu, CeTW, He OTHOCSLMECS K CEeTaM
IT- n OT-cuctem, UCMNONb3yeMble IKUNAXKEM) U CETAMWU OPYruX 30H;

.2 He [OnycKkaeTcs Hamuume HesalmueHHoro 6ecnpoBogHOro AJocTyna K cetu
ans OT-cucTtewm;

.3 pomkeH OblITb oOrpaHuyeH (pu3nyeckun wnu NOruyYeckur) [AocTyn K noptam
NOAKIIOYEHNST CheMHbIX HocuTenen uHdopmaumu. [pyu HanuuMu KPUTUYHOW WHGpopMaLLnm
B CETU, pekomeHayeTcs obecneunTb msmieckne GrIOKMPOBKU MOPTOB, YTOOLI MPEAOTBPaTUTb
HECaHKLMOHMPOBAHHbIA OOCTYN K 3TUM nopTam;

4 He pgonyckaetcq obMeH AaHHbIMM Mexay PasnuyHbiMKM 30HaMM, 3a WCKMYEeHneM
obmeHa AaHHbIMW Yepe3 COOTBETCTBYHOLUME YCTPOMCTBA 3alumMThl cornacHo 4.1.5.7.

4.1.5.10 B npegenax 30HbI (COBOKYMHOCTW 3FIEMEHTOB KOMMbIOTEPU3UPOBAHHBIX CUCTEM,
COOTBETCTBYHOWMX 0ob6wmm TpeboBaHusm ©esonacHOCTU) [[OMKHA OblTb  BbIMNOMHEHA
cermeHTauusa cetu (pasbueHne ceTu Ha CermMeHTbl C Lenbio onTuMM3aunm ceteBoro Tpaduka
n/vnu noBblWeHNss 6e30MacHOCTU CETU B LLeNOM) B COOTBETCTBUMN C OnpedeneHHbIM YPOBHEM
pucka. Kputmyeckue cucTembl AOMXKHbI OblTb CrpynnuMpoBaHbl (BKMAoYas kabenu cBA3wn)
BHYTPY 30H Ha CErMeHTbI C 06LLMMM YPOBHAMK 6e30NacHOCTU C Lernbio YNpaBreHns puckamm
W OOCTUXKEHUS >Xenaemoro YpoBHs 6e30nacHOCTN ANSA KaKOOW 30HbI.

[Mpn cermeHTUMpOBaHUN CETU OOIXKHbI BbIMONMHATLCA creaytowme TpeboBaHus:

1 pnna ceten cuctembl Kateropuum Il gomkHa OblTb obecneyeHa usmyeckas
UNu norndeckasl cerMeHTaums (BuMpTyanbHasa nokanbHas BbluucnutensHasa ceTtb (VLAN));

2 ans ceten cuctembl kateropum |l gormkHa ObiTb obecneyeHa umsmdeckas
cerMeHTauus ¢ NpMMEHeHNEM He3aBUCUMbIX KOMMYTaTOpOB;

.3 [OmKeH OblTb WCKIOYEH OTKa3 KPUTUYECKMX CUCTEM MNpU EOMHUYHOM OTKase
(Hanpumep, oTkale obopynoBaHusi, MNoBpexaeHuM kabens, HapyweHun B pabote [10)
ans cuctem kateropun I,

4 npu B3aMMOCBSA3M MeXOy CeTaAMW, KOTOpble BKIHOYaKT B cebsa cucteMbl Gornee
HU3KOW KaTeropum n cucTemMbl GOree BbICOKOW KaTeropum, BCE B3aMMOCBS3aHHbIE CUCTEMbI
paccMaTpuBaloTCs Kak CMCTEMbl C BbICLUEW KaTeropvew, Hanpumep, €cnun CeTb, KoTopas
BKIMIOYAET CUCTEMbl Karteropum |, MmogknyeHa K CeTW, KoTopasl BKIOYAET CUCTEMBbI
kateropum lll, obe ceTu crnegyeTt paccmaTpuBaTth Kak kateropuio llI;

.5 [omKkHO OblTb NPenyCMOTPEHO [Ba CETEBbIX YCTPOMCTBA MeXOy CermMeHtammu
KpUTUMYECKNX cucTeM. B cnyyae ecnu noteps CBsI3M MeXOy CErMeHTamy MOXET MPUBECTMU
K aBapunHon cutyaummn, oba ceTeBblX YCTPOWCTBA AOMXKHbI paboTaTb B pexvme peanbHOro
BpemMeHn. OHM A0mxHbl ObITb pacnonoXeHbl Takum ob6pa3om, 4ToObl B criyvae Bbixoga
U3 CTPOS OOHOro U3 YCTPOMCTB Unu KnbepuHuMaeHTa BTOpoe YyCTPOMUCTBO MOrfo obecneyntb
nonHoe (PyHKUNOHNPOBaAHNE CUCTEMBI.
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4.1.5.11 MNMpn npumeHeHMn 6GecnpoBOAHbIX KaHamnoB CBSA3W [OOMMKHbI  BbIMONTHATHCA
cnepytouwme TpeboBaHus:

.1 pomkHa GblTb 0becnevyeHa BO3MOXHOCTb MAEHTUUKALMM U ayTEHTUUKALMN BCEX
nonb3oBartenen (filogen, NporpaMMHbIX  CPEACTB WK YCTPOWCTB), MCMNOMb3YHLWMX
GecnpoBogHble KaHarnbl CBA3Y;

.2 pomkHa OblITb obecnedyeHa BO3MOXHOCTb aBTopu3auun (nNpegocTaBneHve npas.
Ha BbINOMHEHNe onpedeneHHbIX OeWCTBUI), MOHUTOpUHra u obecnedeHus cobnogeHns
OorpaHu4eHnin UCnorb3oBaHUs 6ecnpoBOAHOINO MOAKMKYEHUS K cMCTeMe YMpaBreHus;

.3 OOMXHbl UCMONb30BaTbCA MexaHu3Mbl WndpoBaHUA Ans NpefoTBpalleHus notepu
LeNIOCTHOCTM M KOHUAEHUNANbHOCTU WHGOPMaLmMn BO BpeMs nepefayv OaHHbIX.

4.1.5.12 PaguoyacTtoTbl M YPOBHM MOLUHOCTM CYAOBOW GecnpoBOOHOM CeTU nepenavdu
OaHHbIX OOMKHbI COOTBETCTBOBATb TpeboBaHuAM MexayHapoaHoro colo3a
anektpoceasn (ITU) n tpeboBaHnam ALMUHUCTPALAN.

Mpn wucnonb3oBaHWn 6ecnpoBOAHON CeTW nepedadn [AaHHbIX chnefyeT yuuTblBaTb
TpeboBaHMs MopTa U MECTHbIX HOPM, 3anpeLllallime Ucrnonb3oBaHve GecnpoBogHON
nepegayn OaHHbIX U3-3a2 OrpaHUYEHUA MO YacTOTE M YPOBHIO MOLLIHOCTMU.

4.1.6 KoHTponb aocrtyna K KOMNbLIOTEPU3UPOBAHHbLIM CUCTEMAM.

4.1.6.1 OnemeHTbl KOMMNbLITEPUINPOBAHHBIX CUCTEM AOMKHbI ObITh YCTAaHOBEHbI TaKUM
obpasoM, 4YToOblI obecneunTb 3GEKTUBHYIO IKCMNyaTaUno CyaHa SKUMaAXKeM U pasnndHbI MU
3aMHTEpPECOBaHHbIMM CTOPOHaMK, KOTOPbIM HEOOXOAMM [OCTYN K KOMMbIOTEPU3MPOBAHHbBI M
cuctemam Anst OOHOBMNEHMS, TEXHUYECKOrO OOCNYXXMBaHUsl, PEMOHTA, 3aMeHbl U T.4.

HomxeH 6bITb pa3paboTaH SOKYMEHT C onMcaHueM nepumeTtpa 0e30macHOCTH, B KOTOPOM
OOIMKHA copepXaTtbCs crieqyroLas nHdopMauus:

nepedyeHb MOMELLUEHWN (HaMMeHoBaHMEe MoMelleHus, nanyba pacnonoxeHvs u T.4.)
C ykasaHvem  obopyaoBaHus  (KOMMYHMKAUMOHHOrO  OOOpyAOBaHWs,  KOMMbIOTEPOB,
KOHTPOMNEepoB), pasMeLLEeHHOro BHYTPWU KaXXOoro nomMeLleHus;

onvcaHue NPUHATLIX Mep MO OrpaHMYeHuto JocTyna.

[nsa cywecTBylowWmMX Cy0B ONMCaHWEe COCTaBNsSETCA KOoMMNaHwen. [ns cyaoB, KOHTPaKT
Ha NOCTPONKY KoTopbix 3akntodeH 01.01.2021 wnn nocne aTon Aatbl, ONUCaHNe AOSMKHO ObITb
COCTaBMEHO CUCTEMHbIM MHTErpaTopoM [0 MOMEHTa nepedayun cygHa.

4.1.6.2 [Ona npeooTBpalleHNsl  HEeCaHKUMOHMPOBAHHOMO  OOCTYyMNa KOMMbIOTEPHbIE
cuctembl kateropuii Il n Il gormkHbl pacnonaraTbCs B MNOMELLEHMSAX, KOTOpble MOryT ObITb
3aKpbITbl UMW B MOMELLEHUSX OrpaHW4EeHHOro goctyna (Hanpumep, pyneson pyoke,
NoMeLLeHNsX 3nekTpoobopyaoBaHNs, MalUMHHBLIX MoMeLleHusax). Ecnn aTo HeBO3MOXHO,
TO obopyaoBaHve criegyeT pasMmellatb B 3anMpaemMbliX Likadhax unm B nynbTax.

4.1.6.3 [JomkHbl 6bITb obecneyeHbl Mepbl Ofs OrpaHudeHus husmyeckoro poctyna
K 9NnemMeHTaMm KOMMbIOTEPU3UPOBaHHLIX cuctem Kateropun Il n lll, pacnonoxeHHbIX
B nepumeTpe 6e3onacHoCTU, Hanpumep, 3aMoK, Kamepa BuaeoHabnwogeHnsa w T.4.

4.1.6.4 TlloagknoyeHne K CeTn AOMKHO OblTb (OM3NYECKN UIM NOrMYecKn 3abNOKMPOBaAHO,
32 WCKIIOYEHMEM CIyvaeB MOAKIOYEHUs] BHELUHEro YCTPOWCTBA, MpedHasHa4YeHHOoro
Ansa 06cnyxmBaHMa cucTeMbl Mnu obopyaoBaHus.

4.1.7 YaaneHHbIn goctyn.

4.1.7.1 TpeboBaHus NpUMEHSIOTCA K cydoBbiM IT- n OT-cuctemam, K KOTOPbIM MOXET
ObITb OCYLLECTBMNEH yAaneHHbIN AOCTYN (M3 MECT, He HaxoaAWwmMxca Ha 6opTy cyaHa).

4.1.7.2 Tlepepaya [OaHHbIX B CyAOBble  KOMMbHOTEPU3MPOBAHHLIE CUCTEMBDI
kateropuii Il n lll, koTopble SABNAKTCA KPUTUYECKMMM ONsi obecneyvyeHns 6Ge30macHOCTU
HaBUrauum, yrnpaBIieHNsi SHEPreTUYECKOM YCTAHOBKON, yNpaBIeHnst rpy30BbIMM Oonepaumnsmm
WU Op., AOMKHA OblTb 3aliMlieHa OT HeCaHKLMOHMPOBAHHOrO [[OCTyna, M AOMXKHbI ObiTb
npeayCcMoOTpeHbl HeobxoauMble Mepbl ANSA CHWKEHWUS PUCKOB, CBA3a@HHbIX C yAarneHHbIM
poctynom. [lomkHa 6bITb obecneyeHa BO3MOXHOCTb MPUHYAUTENbHOrO 3aBepLUEHUs CceaHca
yOarneHHoro AocTyna K CyJoBOW ceTu U nepexod cucTeMbl B 6HesonacHoe COCTOsHME.
0na npyHyauTenbHOro  3aBeplleHns  ceaHca  yJaneHHoro  gocTtyna MoXeT  6biTb
ucnonb3oBaHo ceTeBoe obopyAoBaHve, nogaepxuBarollee yKasaHHble (PyHKLUNM.
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B cnyyae knbepuHuMaoeHTa cuctema AormkHa obecrnevvBaTb BO3MOXHOCTb MECTHOMO
ynpasneHus.

4.1.7.3 Cwuctembl n obopygoBaHMe [OSMKHbI UMETb CMOCOBHOCTL MNpegoTBpalliaTh
nepepbiBbl B CeaHcax yAdaneHHoro AoCcTyna, BVSKLWME Ha LerloCTHOCTb M AOCTYMHOCTb
OT-cuctemM vnu LEerocTHOCTb aHHbIX, Ucnosib3yemblx OT-cuctemamu.

4174 Ha cynax, 06opyaoBaHHbIX cpencrteamu yaareHHoro aocTyna
0N TEXHNYECKOoro obcnyxmBaHus, OOMKHbI OblITb 06ecneyeHbl crieqylolme Mepbl 3aLnThbi:

.1 [OomkHbl OblTb NpPeayCcMOTPeHbl annapatHble WM NporpamMmMHble  MeXaHu3Mbl
Onda ynpaeneHus yaaneHHbIM o6CrnyXXnBaHNEM;

.2 CO CTOPOHbI cyaHa AosmkHa bbiTb obecnedeHa BO3MOXHOCTb OTMEHbI B Ntoboe Bpems
yaaneHHoro obcnyXnBaHus;

.3 Havano ceaHca YyJdaneHHoro obcnyXuBaHua OOMMKHO ©ObiTb noaTBEpXOeHOo
OTBETCTBEHHbIM MEepCcCOHanoM, Haxogawumca Ha 6opTy cydHa. [laponn He AO0MmKHbI
nepegaeaTtbCsi B He3alwmdpoBaHHOM Buae. [OmkHO ObiTb ob6ecneyeHo TyHHenupoBaHue
Tpadmka € MCNonb30BaHNEM BUpTyanbHOM 3awmiieHHon ceTtu (VPN);

4 pomxkHa ObITb obecrnevyeHa BO3MOXHOCTb HACTPOMKM MaKCUMarbHOrO KOnmn4ecTBa
NnomnbITOK Hey4ayHoro nonydYeHust AocTyna, Nocrie KOTOpbIX y4YeTHas 3anucb nonb3oBaTtend
OOIKHa ObITb BpeMEHHO 3abr10KMPOBaHa;

.5 pomkHa ObiTb obecneyeHa YyCTaHOBKA BpPEMEHW, 4epe3 KOTOpoe MpouCXoauT
NpUHyaOuUTENbHOE  OTKMIOYEHME  KaHana CBSA3W,  MCMonb3yemMoro  And  yAaneHHoro
06 Cny>XuBaHus, Npu OTCYTCTBUMN aKTUBHOCTMY;

.6 cuctema pgomkHa uMMeTb  YHKUMIO ONOKMPOBKM JOCTyna [Ansli  yAareHHoro
obCnyXuBaHMs BO BPEMS HOPMarbHOW 3KchnyataummM cucTembl. Bpemsi npoBegeHUs
yOaneHHoro obcnyXxuneBaHusa OOMKHO OblTb OFPaHUYEHO WM OOIMKHO NPEeLOCTaBMATLCSA TOMbKO
B TeYeHMe TOYHO ornpederieHHoro nepuoaa;

.7 ecnn ypaneHHoe COefMHEHME MO KakoW-nnbo MpU4YMHE HapyLlleHO BO BpeMs
npoBeaeHns 0BCNYy>XUBaHWSA, AOCTYM K CYOOBOW KOMMbIOTEPU3MPOBAHHOW CUCTEME AOSMKEH
ObITb NpekpaLleH nNpyv NOMOLLM OYHKLMN aBTOMaTUYECKOro BbiXO4a U3 CUCTEMBI.

4.1.8 Py4yHoe ynpaBneHue.

4.1.8.1 [onxHo ObiTb o0becneyeHO pesepBUpOBaHME cuUCTEM Ans obecneveHus
yNpaBreHnsa B pPYyYHOM pexmme. Ecnum cuctembl MHTErpupoBaHbl WM CBA3aHbl ApPYrvMu
cnocobamn, 4YTO MOXET MNPUBECTM K OOHOBPEMEHHOMY  BIMSHUIO KMBepuHUngeHTa
Ha HECKOIbKO CUCTEM, TO ANA peanu3aumm pyyYHOro ynpaereHus B AaHHbIX 06CTOATENbCTBaX
DOIMXKHO ObITb onpedeneHo cnegytoLlee:

.1 cuctembl, NOABEPXKEHHbIE OQHOBPEMEHHOMY BNMSHNIO  KMOEepUHUMOEHTa,
AN NNaHMpoBaHMS PYYHOro ynpasieHus:;

.2 BO3MOXHOCTW KackagHOro otkasa CUCTEM.

4.1.8.2 [omxHbl ObiTb BbINOMHEHbLI cnegylowme TpeboBaHMS NPU MNPOEKTUPOBAHUM
N U3rOTOBNEHUN NOKanbHbIX KOMMBIOTEPU3NPOBAHHbBIX CUCTEM MEXaHU4eCKUX YCTaHOBOK:

.1 nokanbHbie CUCTEMBI ynpasneHus O OMXHbI BKMOYaTb HeobxoanMbi 1A
YyenoBeKo-MaLUMHHbIN uHTepdenc (HMI) ans adhpekTMBHOrO MECTHOro ynpaBneHus:;

.2 noKanbHble CUCTEMbl YMpaBneHns [OOMKHbl UMETb HaOEeXHYH KOHCTPYKLMIO,
YCTOMUYMBYIO K BO3OEWCTBUIO OKpyXalwllen cpedbl W npegnonaraemMbiM  YCIIOBUSAM
akcnnyarauuu;

.3 noKanbHble CUCTEMbl YNpPaBNeHUst OOMKHbl OblTb aBTOHOMHLIMU U HE3ABUCMMbIMMU
OT OpPYrux CUCTEM UMM BHELIHWUX KaHanoB CBA3W;

4 0TKkaz B cCUCTEMax [OMCTaAHUMOHHOIO YMpaBfneHWss He [AOMMKEH MpensiTcTBOBaTh
noKanbHOMY YnpaBeHuIo;

.5 Heucnonb3yemble  KOMMYHWKaUMOHHblE  MOPTbl  AOMMKHbI  ObITb  OTKIHOYEHDI
nmnbo OOormKeH ObITb OrpaHNyYeH AOCTYM, UCKITHOYaOLWMA HECAHKLIMOHUPOBAHHOE MOAKIOYEHME
K nopTam;
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.6 pomkHbl ObITb oDecnedeHbl cpencTBa BbliOOpa pexuma MECTHOrO yrpaBrieHus,
pacnonoxeHHble BOMN3M 00bEKTOB ynpaBneHus. MNpu akTMBHOM PYYHOM PEXUME yNpaBleHUs
OOIMKHbI UTHOPUPOBATbLCSA JtoOble CUrHanbl OT CUCTEMbI ANCTAHLMOHHOTO YMNPaBIEHUS.
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4.2 TPEBOBAHUA KOBOPYAOBAHMUIO

4.2.1 O6opynoBaHne, wucnonb3lyemoe B cuctemax kateropui Il n lll, gormkHO
obecneyvrBaTb CHWKEHME pUCKa BO3HMKHOBEHUSI KnbepaTtak.

4.2.2 CeTeBOoe KOMMYHMKALMOHHOE 0OOpyAoOBaHME, WCMOMb3yeMOe B CYAOBbIX
KOMMbIOTEPU3NPOBAHHBIX CUCTEMAaX KOHTPOIs, YMpaBneHus, perucTpaunm n curHanmsaumu,
OOMKHO WUMEeTb MoATBEepXOEHME  COOTBETCTBUS  ODOLLENPOMbLILNEHHBIM  CTanHdapTaMm,
NPUMEHUMbIM K  ceTeBoMy KOMMYHUKaLIMOHHOMY obopynoBaHuio (Hanpumep,
cTaHgapty M3K 62443 vnnun skBMBaneHTHbIM CTaHOgapTaMm), a Takke AOSMKHO ObiTb UCMbITAaHO
B CcooTBeTCTBMM C TpeboBaHmamn pa3g. 12 4vactm IV «TexHudeckoe HabnwogeHue
3a narotoerneHnem msgenun» lNpasun PC/TH.

423 CeTeBOEe KOMMYyHMKaUMOHHOE 0OOpygoBaHMe, WCMNONb3yeMoe B CYAOBbIX
HaBWraLMOHHbIX CUCTEMAaxX U CUCTEMAaXxX PaguoCBsA3N, OOIMKHO COOTBETCTBOBATL TPeEOOBaAHMAM
ctaHgapta M3K 61162-460:2020.

424  CeTeBOoe KOMMYHMKaLUWOHHOE o6OpygoBaHWE, MWCMONb3yeMoe B CcuUcTeEMax
kateropu Il n lll, gomkHo obecneynBaTb MyTEM CaMOAMArHOCTUKU KOHTPOMb CedytoLmx
COCTOSIHUIA:

.1 nogknitoveHune K noptam (ONs Kaxgoro nopra) CETEBOro yCTPONCTBa;

.2 OTKMKOYEHMEe OT NOPTOB (A4N1s KaX4oro nopra) CETEBOro yCTPONCTBA;

.3 Hanuuue nuTaHusl UM nepesanyck obopyoBaHus;

4 obHapyXeHue LWMPOKOBELLATENTbHOIO LUTOPMA;

.5 HeucrnpaBHOCTb BEHTMNIATOpPA OXNaxgeHus (ans YCTPOWCTB, WCMNOMb3YHLMX
BEHTUNATOP 41151 OXNaXAEHUS);

.6 KOHTponb paboyen TemnepaTypbl (ONS YCTPOMCTB, obecneuvmBalowmx YHKLMIO
KOHTponsa paboyer Temneparypbl).

MHdopmMauuss o coCTOsIHUM CETEBOTO KOMMYHUKALMOHHOTO OOOpYyAoOBaHMS LOMKHA ObiTb
[OCTyrMHa OTBETCTBEHHOMY MEepCcOHany B MeCTaxX HECEHUS MOCTOAHHON BaXThl.

425 CeTeBoe KOMMYHMKaLMOHHOE 0OOpyaoBaHME, WCMNONb3yeMoe B CUCTEMax
kateropun Il n lll, gormkHO obecneymBaTb CUrHanM3aumi Npyu BO3HUKHOBEHWUM CRegyHoLmx
COCTOSIHUA HEMCMNPaBHOCTM:

.1 OTKMOYEHUN NUHUM CBSA3WU UK NOTEPU NUTAHUSA CETEBOro YCTPONCTBA,;

.2 HeucrnpaBHOCTW/OTKa3e CETEeBOro yCTpoWcTBa.

CuvrHanmusaums pgormkHa ObiTb obecnevyeHa B MeCTax HECEHUs MOCTOSIHHOM BaXThl.
Honyckaetca ¢opmupoBaHne  obwlero curHama HeucnpaBHOCTM C  obecnevyeHnem
pacwngpoBKN MpUYMHBLI cpabaTbiBaHWUS CUrHanu3auuMnm B MecTax pacrnofioKeHUs CeTeBoro
obopygoBaHus.

4.2.6 HdomkHa ©ObiTb obecnevyeHa BO3MOXHOCTb (OU3NYECKOM UMM NTIOTMYECKON
OMNOKMPOBKN HEMCMONb3yEMbIX MOPTOB CETEBbIX YCTPONCTB.

4.2.7 CeTeBoe KOMMYHMKaUMOHHOE ob6opygoBaHMe [OIMKHO WMETb chnegytowme
napameTpbl KOHurypaumu:

.1 wudpoBaHve napons;

.2 YCTaHOBKY Maporisi Ha NopTbl KOHCOMW;

.3 HacTpavMBaemoe BpeMsi OXWOaHUS CeaHca;

4 paspelleHVe ynpaBreHuss NoToKa OaHHbIX;

.5 BNOKMPOBKY HEMCMOIb3yEeMbIX MOPTOB.

4.2.8 OneKTPOHHbIE YCTPONCTBA, UCMOMb3YyEMbIE AN XPaHEHUS OaHHbIX A9 CUCTEM
kateropun Il n lll, gomkHbI COOTBETCTBOBATb HA3HAYEHMIO W COOTBETCTBOBATb MOPCKMM
yCnoBusIM 3KcnnyaTauun. [aHHble, XpaHsiWMecsl Ha TakuxX YCTPOMCTBAaX, OOIMKHbl ObiTb
Hagnexawum obpasom npoayOonupoBaHbl ANs MUHMMM3AUMM MOTEPU [aHHbIX B Cryyae
€[VHNYHOro OTKa3a yCTpOoWCTBa.
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4.3 TPEBOBAHUA K NTPOrPAMMHOMY OBECNEYEHUIO

43.1 Paspab6oTka MNO.

4.3.1.1 TpeboBaHua HacToswen rnaebl NpuMeHsitoTca K MO KOMNbIOTEPU3MpOBaH Hbl X
cuctem kateropun 1l n lll.

4.3.1.2 Paspabotka 1O pgomkHa OCYLLIECTBRAATLCA B COOTBETCTBUMU C MPUHATHIMMU
B KOMNaHWW CcTaHgapTamMu W npouegypamMyM B OTHOWEHUW MpoueccoB pas3paboTku
NporpaMmMHbIX CPeacTB.

4.3.1.3 Paspabotka [1O pomkHa OCYLLECTBNATLCA Ha OCHOBaHWM TEXHUYECKOro
3ajaHuvs, cogepxallero MHgopmaLmio o Lenu pa3paboTku, pelaemMbix 3agadax u QyHKLUSX,
BbIMOMNHAEMbIX pa3pabaTbiBaeMbiM NPOrpamMmmHbIM MoAyeMm.

4.3.1.4 B npouecce pa3paboTku paspabotumk MO gormkeH:

.1 [okymeHTUpoBaTb pesynbTaTbl paspaboTky;

.2 obecneunTb KOHTPOMnb M ynpasrneHne nameHeHuamu MO (BepcuoHuposaHue [10);

.3 OOKYMeHTupoBaTb pe3ynbtarbl ucnbitaHui 10O, nogTBepxaarolimMe BbINOMHEHWE
uenen, 3agady M (OYHKUUMA B COOTBETCTBUM C TEXHUYECKMM 3aJaHMEM Ha NporpaMmmMHblin
Moaynb.

4315 [Ona cuctem kateropun |, Il n Il gomkHbl OblITb NpegyCcMOTPEHbl  Mepbl
©esonacHocTy, Takue Kak npouenypsl aBTOpM3aL MK n ayTeHTudukauum,
4YTOObI MPEAOTBPATUTL  HECAHKLUMOHUMPOBAHHOE UMW  HenpegHaMepeHHoe  U3MEHeHMue
(Bkntoyas koHdurypaumio MO) unu yaanenne (nokansHoe munu yaanenHoe) MO.

4.3.1.6 [pu npoekTpoBaHun U paspabotke O gomkHbl ObITb 0becneyeHbl yHKLMM
pe3epBHOro KonmpoBaHusa W BoccTaHoBneHnus MO u gaHHbIX. M3rotoButenemM LOSMKHbI ObiTh
pa3paboTaHbl npoueaypbl Mo BoccTaHoBreHnto O 1 gaHHbIX.

4.3.2 O6cnyxuBaHue O.

4.3.2.1 O6cnyxmBaHue [1O BKkNOYaAeT MPOBEPKY, W3MEHEHWEe  KOHGUrypaunm
unu obHoerneHne 1O KOMMNbIOTEPU3NPOBAHHOM cuctembl AN npegoTBpalleHus
UNu ncnpasneHns owwmnboK, COOTBETCTBUA HOPMAaTUMBHbIM TpeboBaHMAM W/MNU NOBbLIWEHUS
Npou3BOAUTENBHOCTM.

4.3.2.2 [llpouecc 0BCNyXuMBaHUS KOMMbIOTEPU3MPOBAHHLIX cuctem kateropun Il n |l
B 06s3aTenbHOM MOpsiAKe AOMKEH BKNOYaTb B cebs criegytolime aTanbl:

.1 opraHusauuio  (NoKanbHOrO  WNW  yAaneHHoro) goctyna Ang npoBedeHus
obcnyxusaHusa O B COOTBETCTBMU C NpoLeaypamMn TEXHUYECKOro obCcnyXmBaHUsa 1 peMoHTa
obopyaoBaHus, pa3paboTaHHbIMU KOMMaHWEN;

.2 cOXpaHeHue npegblayLien BEpcum MO c uenbd  BOCCTaHOBIEHMUS
paboToCnOCOOHOCTM  KOMMbIOTEPU3NPOBAHHOM CUCTEMbI B Crly4ae oOwWMOOK B HOBOW
Bepcum 0O, BbISIBNEHHbIX B NpOLEcce aKcnnyataumm unm o6CnyxmBaHus;

.3 TexHuueckoe obcnyxusanue [MO;

4 ucnbITaHUs  KOMMbIOTEPU3MPOBAHHOM CUCTEMbI, B OTHOLUEHUM KOTOpPOM Obino
NpoBeAeHO OOCNyXMBaHUE,

.5 yueT vHcopmaLmm o npoBeaeHHOM obcnyxvBaHUM (OOHOBMNEHME OMUCU 3NTIEMEHTOB
KOMMbIOTEPU3MPOBaHHbIX cucteM kateropuii Il n lll n onmcn MO KOMOLHOTEPU3NPOBA HHbIX
cuctem kateropun Il wn ll).

4.3.2.3 O6cnyxvBaHue [1O KomMblOTEPU3MPOBAHHBIX cuctem karteropun Il un Il
OOSKHO BbINONHATHCA  MNpu3HaHHon PC  komnaHven (kog  AgedtenbHocTu 22014002),
apnslwenca  wmsrotosutenem obopygoBaHusi, 1O  kOToOporo mnognexut OBHOBIEHUIO,
UNn MMEKOLLEN aBTOPM3aLMIO OT M3rOTOBUTENST LaHHOro obopynoBaHus.

4.3.2.4 Tlpy MCNOMb30oBaHWM CbEMHbLIX HOCUTEnen uWHopMaumMn Ana nposefeHus
obcnyxuBaHma MO gaHHble HOCUTENW AOMXKHbl OblTb MpoBepeHa Ha Hanuyine BUPYCOB
HenocpeacTBEHHO nepen MogKryYeHneM K 06opyaoBaHUIo.

4.3.2.5 OO6HoBneHne aHTMBMpYycHoro MO He aBnseTcs obCnyxMBaHMEM.
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5 TPEBOBAHUA K CYB

5.1 YNPABJIEHUE KWUBEPPUCKAMU B PAMKAX CUCTEM YNPABJIEHUA
BE3OMNMACHOCTbIO (CYB)

5.1.1 TllonoxeHus HacToslero pasgena HOCAT pekoMmeHOaTenbHbI — XapakTep,
HeCMOTpS Ha 3TO OHW Mpu3BaHbl noadepxaTb peanusauuio UHCTpymeHToB MIMO B Bonpocax
knbepbesonacHoCTM B MOPCKOW  WHOYCTPUW, B  COOTBETCTBUM C  KOTOPbIMWU
nocrne 1 auBapsa 2021 roga KuBeppucKM HeoBXoauMO yuuTbiBaTb B CUCTEME YyrpaBrieHus
B6esonacHocTbio (CYE), KOoTOpylo AommkHa paspaboTaTb, 3adelcTBOBaTb W MoadepXmBaTb
Kaxgas KomnmaHus B COOTBeTCTBUM C TpeboBaHmamu  MexayHapogHoro  Kogekca
no ynpasneHunto BesonacHon akcnnyaTauunen cyaoB n npegoTepaLleHne M
3arpssHeHus (MKYDB).

5.1.2 HecmoTps Ha 1O, Yto MKYB He perynupyetr knbepbGe3onacHOCTb Hanpsamyto,
BOMpPOCHI ynpasneHus knbepbesonacHOCTbO MOryT ObiTh CBA3aHbl ¢ TpeboBaHnamun MKYB,
TaK Kak OHW MONHOCTLIO cooTBeTCTBYOT Lenam MKYB, a umeHHo obecneyeHuto 6e3onacHoOCTm
Ha Mope, NMpedoTBpPALLEHMI0O HEeCYaCTHbIX CNy4vaeB wunu rmbenu nogen n npegoTBpalLeHunto
HaHeCeHVs1 Bpeda OKpyXKalLleh cpene, B 4aCcTHOCTM MOPCKOM cpede, W UMYLLECTBY.
Moatomy MexayHapogHaa  Mmopckad opraHmsaumsa  (MMQO)  pesontoumen MSC.428(98)
«YnpaerneHne knbeppuckamm B MOPCKOM OTpacnivM B pamKax CUCTEM YynpaBleHUs
©e3onacHocTblo» MpusbiBaeT Mopckue AgmuHMCTpauum obecnednTb, YTOObI KMOEPPUCKM
OblMn OOMKHbIM 06pa3oMm yuTeHbl B CYB, m 4toObl npu ocBupetenbctBoBaHun CYbB
B KOMMaHUAX M Ha cypax nocrne 1 sHBaps 2021 roga, Hapsay C oueHKon 3ddeKTUBHOCTH
BbiNonHeHns anemeHToB MKYB, ObinM oOueHeHbl NpuHATbIE Kakaon KomnaHnven wmepsbl
Mo oueHKe K ynpaBneHuto kubeppuckamn, a Takxke 3dEeKTUBHOCTb Mep MO opraHu3auumn
3aWnTbl OT BbISIBIIEHHbIX KNOEPUHLNOEHTOB.

5.1.3 CneagyeT MOMHUTb, YTO HET [ABYX OOWHaKOBbIX CYAOXOAHbLIX KOMMaHWn
W nogxodbl K ynpaereHuo kubeppuckamu 6ygyT Bcerga uwuHAMBMAYarbHbl AONS  Kaxgoun
KOHKPETHOW KOMMaHUM W ee cydoB. OTWU MOAXOAbl MOryT 3aBUCETb OT MHOrMx (OakTopos,
HO MpWU 9TOM [JOSKHbl OCHOBbLIBATbCH HAa COOTBETCTBYHOLIMX MEXAYHaApOAHbIX HOpMaXx,
npasunax [locypapctBa ¢rnara W ydnTbiBaTb NPUMEHMMblE  KOOEKChbl, PYKOBOACTBA
W CTaHgapThbl, peKoMeHO0BaHHbIE NMO, Mopcknmu AoMUHUCTpaUmaMU,
KraccumKaLnoHHbIMM obuecTsamu n  opraHuMsauumamu MOpPCKOM MHOYyCTpUK,
Kak 9To onpegeneHo B nyHkTe 1.2.3.2 MKYb.

5.14 B HacToslWwem pasgene HeT NpsiMbIX YKasaHWA KOMMaHWAM Kak ynpaBnaTb
Knbepbe3onacHOCTbI0O U Kak 3TW BOMPOCbl  AOMKHbl ObliTb wuHTerpuposaHsl B CVYbB.
OTo0 gomkHa coenatb  KoMnaHvud.  Takasa  mHTerpauus  [OfmKHa  COOTBETCTBOBATb
pesontoumn MMIMO MSC.428(98) «YnpaBneHne kubeppuckamum B MOPCKOW OTpacnv B pamKax
cucteM ynpasneHuss 6esonacHocTbio», uUupkynapy MMO MSC-FAL.1/Circ.3 «PykoBogcTso
no ynpaereHnto Kubeppuckamm B MOPCKOW OTpacim» M MO3BOSMMT KOMMaHuAM u3bexartb
OOMOITHUTENBHBIX  aAMMHUCTPATMBHBIX U MHAHCOBbLIX  Harpy3ok. Cneundmyeckue
TpeboBaHMsA, CBsI3aHHbIE C yMpaBrieHNeM KUOeppucKamu, Kaxaasi KOMNaHusi MOXET BHOCUTb
B cyLiecTtBytowyto CYB.

5.15 Mpun 3TOM, JoKasaTenbCTBOM TOro, YTO  BOMpPOCHI ynpaBneHus
knbepbesonacHoOCTbo yuTeHbl B CYB 1 HaxogsaTcsl B yNpaBnseMblX YCOBUSIX MOXHO CUMTaTb
cneaytollee:

.1 KOMMaHvel  npoBefeHa  OLEHKa  PUCKOB, CBA3aHHbIX C  kubepaTakamu
unu kmbepuHuugeHtTamn, ans obecneveHust GecnepebonHon paboTbl cBoMx GeperoBbixX
nogpasgeneHvn u cyfoB B COOTBETCTBUM C Mpouedypamy OLEHKM PUCKOB YCTaHOBIEHHbLIMU
B CYb;

.2 ynpaBreHne KkubeppuckamMu HayMHaeTCss Ha YpoBHE BbICLUEro pyKOBOACTBA.
B komnaHun BHedpeHa KynbTypa MOHUMaHUS KMBEPPUCKOB Ha BCEX YPOBHAX OpraHmsauum
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anst obecneveHnss rMOKOro pexMma YCTOMYMBOCTU K KubepaTakam W KMOEepUHLMOEHTaM.
Bbicluee pyKOBOACTBO NMOHUMAET BaXKHOCTb OLIEHKU M YNpaBneHus kubeppuckamu;

.3 KOMMaHus paspadboTana npuHUMMbLI 3aluMTbl OT KubepaTak U KUOEPUHLMOEHTOB,
TakKux Kak OTKIYeHMe, B3MNOM, BHeApeHMe BpedoHOCHbIX MporpamMm, 6riokupoBka
KOMMbIOTEPHBIX CUCTEM WU T.A4. HA OCHOBE OLIEHKWM PUCKOB. ATW MNPUHUMMBbI MOTyT ObITb
npencTaBneHbl B Buae (YHKLMOHANbHBLIX 3fIEMEHTOB, KOTOpPble [OOMMKHbI MPUMEHATHCS
Ha NpakTuke, paboTaTb HEMNpPepbIBHO WM OOHOBPEMEHHO B paMKax BHEOPEHHOW CUCTEMbI
ynpaeneHusi, a UMeHHO:

onpegeneHsbl KagpoBble pelleHuns no  ynpaBreHuo knbepbe3onacHOCTL 0.
PacnpepneneHbl yHKLUUN 1 0651I3aHHOCTK MepcoHana Mo UCMoNb30BaHUO W 0BCnyXnBaHUIO,
yCTaHOBMEHa cMcTeMa AOCTyna M npaBuna UCnonb30BaHUS;

onpeneneHsl OaHHble W pecypcbl, Npu cboe B paboTe KOTOPbIX BO3HUKAKT PUCKW,
CBsi3aHHblE C BbIMNOMTHEHMEM CYOO0BLIX Onepawuuii;

pa3paboTaHbl 3alWnUTHbIE MepbI, BKNHOYas Mepbl HEMEAIEHHOrO pearMpoBaHus Ha cryvau
cboeB B paboTe KOMMbIOTEPU3NPOBAHHLIX CUCTEM [nONs O0DOecnevyeHns HenpepbiBHOCTU
BbIMOMHEHNA MOPCKUX onepauun;

paspaboTaHbl W peanus3oBaHbl Mepbl AN CBOEBPEMEHHOro OOHapyxeHus cboes
B paboTe KOMMbITEPU3MPOBAHHLIX CUCTEM;

pa3paboTaHbl U BHEOPEHbl MEPOMNPUATMS MO BOCCTAHOBIIEHWMIO BbIMOMHEHUS] CYAOBbIX
onepauuii anbTepHaTMBHLIMM METO4aMu B criyvae c60eB B paboTe KOMMbHOTEPU3NPOBA HHbIX
cuUcTem;

onpeaeneHbi Mepbl no  pesepBHOMY KOMMpPOBaHWUIO M  BOCCTaHOBMNEHWUIO
KOMMbIOTEPU3MPOBAHHBIX CUCTEM B CIlyYae HapyLUEeHUst ux padoThbl.

5.1.6  WHTerpauma Heobxoammblx Mep Ans ynpaeneHus Knbepbe3onacHOCThbIo
B CYB KOMMNaHnM MOXeT ObITb peanv3oBaHa 4epes criegytowme anementol CYbB:

1 uenu:

KOMMaHWs OOSbKHA YCTaHOBUTb, YTO LENU WHTErpauuMm CUCTEMbI  ynpaBfieHUS
KnbepbesonacHoCTbo cooTBeTCTBYHOT Lenam MKYB, a umeHHo obecneyennto 6e3onacHoCTum
Ha Mope, NpedoTBpPaLLEHMI0O HEeCYaCTHbIX CNy4vaeB Unv rmbenu nogen u npegoTBpalleHuto
HaHeCeHVs1 Bpega OKpy»KatoLwel cpefe, B YaCTHOCTM MOPCKOW cpefe, U MMYLLECTBY;

.2 NONUTUKA:

BbICLLUEE PYKOBOACTBO KOMMAHUM LOSKHO OLEHUTb W, B CNy4Yae akTyanbHOCTU NpoGnembl
knbepaTak u KMOEPUHUMOEHTOB B paMKkax 3Kcnnyartauuu cydoB, Npu3HaTb HeobXxooMMoCTb
M3MEeHeHUs CYb «komMnaHuM Ona  BHeOpeHus npoueccoB  knubepbesonacHoCcTH.
Monntuka B obnacTn ynpaeneHus 6e30nacHOCTb0 MOXET OblTb NEpecMoTpeHa C YYeToM
npobnem kubepatak U KUOEPUHLUMOEHTOB M HEOOXOAMMOCTM MPUHATUSI OTBETHbLIX Mep.
KnbepbesonacHocTb, Hapsigy C APYrMMM BOMpocamu yrpaBneHust 6€30nacHOCTLI0, AOSMKHa
cTaTb NPEeaMETOM pPeryniMpoBaHMs CO CTOPOHbI BLICLUEro pyKoOBOACTBa M 0bsA3aTenbHOM
O5151 UICNOMHEHNsT Cya0BbIM U BeperoBbiM NepcoHanom;

.3 OTBETCTBEHHOCTb KOMMaHWK:

rnaBHas OTBETCTBEHHOCTb B obnactu kubepbes3onacHOCTU OCTaeTCs 3a BbICLUUM
pykoBogcTBoM. MoXeT 6bITb paCCMOTPEH BOMPOC O HA3HAYEHMU B KOMMAHWM OTBETCTBEHHOI O
3a ynpaeneHve knbepbesonacHOCTbI, 3awWmMTy OT kubepatak U KNOEpPUHLMOEHTOB,
a Takke OTBETCTBEHHOIO 3a OKa3aHMe MOMOLUM KanuTaHy B BbIMOSTHEHWU CYAOBbIX 3agad
1 0053aHHOCTEN, CBSA3aHHLIX C npumeHennem IT n OT;

4 cooTBeTCcTBUE TPEOOBaAHUAM:

B OTHOLUEHUM Kubepbe3onacHOCTM KOMMaHUSA [OofkHa cobniogaTe obs3aTenbHble
AO5s1 BbINOMHEHUsT MeXAYHapoOHble U HauMoHarnbHble TpPeboBaHUSA, a TakXKe LOMKHbl ObiTb
OUEHEeHbl M  TMPWHATBI  BO  BHUMaHWE  MPUMEHMMbIE KOOEKCbl,  pekoMeHaaLuu
n pykosoactea MO, Mopckux AOMUHUCTpaL MK, KrnaccudukaLoHHbIX obuecTs
W opraHusaumi MOPCKOW WHAYCTpuMU. DTO, B CBOKW O4Yepedb, OOSMKHO oOKasaTb MOMOLLb
B OpMMPOBaHUM OCHOBbI 41151 OLEHKM PUCKOB 1 M3MeHeHMn CYb komnaHuu;

.5 oueHKa pwucka:



Pykosodcmeo o obecriedeHuro kubepbesonacHocmu (pasdesn 5)

32

C MOMOLLbLI YyCTaHoBMneHHbIXx B CYB npouenyp MO OLEHKE PUCKOB [OOSMKHbI ObiTb
onpegeneHbl OCHOBHblE PUCKKM, CBsI3aHHble C KubepaTakamm W KnbepuHumMgeHTamm,
M cnocoObl 3awuTbl OT HEeraTMBHbIX nocnegcTeBuMn. Ecnn He cyllecTByeT 3KBMBaNEHTHOWM
CUCTEMbI, TO ANA CMUCTEMATUYECKOM OLLEHKM MOXHO MCMNOMb30BaTb MNOAXO0L, W3MNOXEHHbIN
B pasg. 3.

Pe3ynbTaTbl OLEHKM PUCKOB WM Mepbl MO 3awmTe OT kubepaTak M KNOEPUHLMOEHTOB
OOMXHbl OblTb yuTeHbl B CYB komnaHui. 3To MOryT ObiTb Mpoueaypbl, WMHCTPYKUWUN,
pykoBoactBa un T1.4. Bce npuHaTble wusmeHeHnss B CYB pgomxHbl ObiTb NpoBegeHbI
B COOTBETCTBUM C MpouedypaMm KOMMaHuM W OOBedeHbl OO0 CBeOEHWst COOTBETCTBYHOLLErO
©eperoBoro n cygoBoro nepcoHana;

.6 KanutaH:

B CYBb gomxHbl ObITb onpeneneHbl TpeboBaHuA K kBanudukauum KanutaHa B obnacTu
IT nOT, 4To6bI OH 6bINT CNOCOOEH BbINOMHATL BO3/10KEHHbIE HA HEro 06S3aHHOCTUN CBSI3aHHbLIE
C €ro O0MKHOCTbIO;

.7 nopaepXka co CTOPOHbl 6eperoBoro noapasaeneHs KoMnaHum:

pomkHa ObITb onpegeneHa 6GeperoBas CTpykTypa MNOAAEPXKKM KanuTaHa W cygHa
B Cry4asix HeobXxoaMMOoCTK:

pearmpoBaHusi Ha Kubepartaku;

pearmpoBaHusi Ha NOCNeAcCTBUst KWOEPUHUNAEHTOB;

BOCCTaHOBIEHNs1 paboTOCNOCOBHOCTM KOMMbIOTEPU3MPOBAHHBIX CUCTEM;

.8 pecypcbl W nepcoHan; keanudukauus; AOCTYN K KOMMAbHTEPU3NPOBAHHbBIM
cuctemam:

npM npueme Ha paboTy HOBbIA CyOOBOM MNEPCOHan W COTPYOHUKM OGeperosbix
noapasgeneHnn  OOMKHbl  O3HAaKOMWUTLCST C MpaBuniaMM  KOMMaHMM B obnacTu
kubepbesonacHocTU. [ormkHbl ObITb pacnpegeneHsl 00s3aHHOCTM U pa3paboTaHbl
WHCTPYKUMWU [ONS BCEX Jvl, WMelWMx 3agadm no KkubepbesonacHoCTW, a Takxke
Onsi nepcoHana, MCMosb3yLWero CyAoBble KOMMbIOTEPU3NPOBAHHBIE CUCTEMbI KaKMM-rnb o
cnocobom.

KomMnaHus porkHa paspabotaTtb U BHEAPUTbL MEpPbl MO OrpaHUYEHUIO Kak hruanmveckoro,
Tak WU NOrMyeckoro Aoctyna K WMHAOPMAUMOHHBIM pecypcaMm WM KOMMbITEPU3MPOBAHHbLIM
cuctemMam, a TakkKe Mepbl MO UCMNOMb30BaHWMIO CBEMHbIX HOcUTenenm uHdopmauunum
W MOOKMIOYEHUIO OPYTMX KOMMbIOTEPU3UPOBAHHBIX CUCTEM.

B cnyyae HeobGxoguMmocTu  OOMXKHbI  OblTb  NPeQyCMOTPEHbI  MEPONnpUATUS
NoO O3HAKOMSIEHMIO, ODOYYEHUI0 U COBEPLLUEHCTBOBAHMIO HaBbIKOB CyOOBOro u GeperoBoro
nepcoHana Ha perynsipHon ocHose. CYB moxeT cogepxaTb nnaH obyyYeHust 1 NOBbILEHUS
KBanudukaumm, a Takxke TpeboBaHus K KBanudukaumum onsa 3aHATUSE TOW UM UHOW MO3ULIUN;

.9 TOTOBHOCTb K aBapuHLIM CUTYaLUAM:

ona cygoB u  GeperoBbix nogpasgeneHnin  komnadmm B CYB  gomkHbl  GbiTb
npegycMoTpeHbl  NMaHbl OENCTBUA B Ype3BblYalHbIX CUTyauusiX Mpu  BO3HUKHOBEHMWU
kubepatak u KMbepuHUMOEeHTOB. Takke AOMKHbl OblTb MPeayCMOTPEHbI MPOBEAEHUS YYEHUN
WU TPEHUPOBOK MO BOMpOCaM [OENCTBUMA B Ype3BblYalHbIX CUTyauusX Npyv BO3HUKHOBEHWUU
kubepatak 1 KNOEpUHLMLEHTOB;

.10 obcnyXvnBaHue W PEMOHT:

B CUCTEMY TEXHUYECKOTO ODCMYXMBAHUSI U PEMOHTA CYOO0BbIX MEXAHW3MOB U YCTPOWCTB
OOIMXHbl ObiITb AobaBneHbl Mepbl 6e30MacHOCTM, KOTOopble [OOMKHbI  cobnogarbes
npy 0OCNYXUBAHUMN U PEMOHTE KOMMbIOTEPU3NPOBAHHBIX CUCTEM. OTU Mepbl LOMKHbI ObiTb
onpegeneHbl Ha OCHOBAHWU OLEHKM PUCKOB.

B CYB gomxHbl 6bITb yCTAHOBMNEHbI KPUTEPUM MO BbIGOPY NOCTABLUMKOB YCMYT;

11 oTtyetsl:
C Lenbo COBEPLLUEHCTBOBAHNS CUCTEMbI COODLLEHMA O KubepaTakax u KnbepunHumMaeHTax
OOMKHbI HarpaBfiATbCS B OTBETCTBEHHblE NogpasfeneHna KOMnaHuuM ANs OLEeHKW, aHanusa
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M pa3paboTkn  KOPPEKTMPYHLIMX  OENCTBMA B COOTBETCTBMM  C  Mpouedypamu,
yCTaHoBreHHbIMn B CYB;

.12 npoBepka, aHanM3 1 OLeHKa, OCYLLECTBMISIEMas KOMMaHWEW; OOKYMEHTaLMs:

kak npasuno, CYB yctaHaBnuBaeT npumeHumble TpebOoBaHWA K BEAEHWUIO U OOCTYMHOCTU
AOKyMmeHTauun. [lpy cocTaBneHun [OKyMeHTauum B obnactm  kubepbesonacHocTw,
BO3MOXHO, Heobxoammo ByaeT npeayCMOTpeTb OrpaHuyeHns B obnactu nybnvyHoro goctyna
K MHopMaLMM [OCTYMHOW TOMbKO OrpaHMYeHHOW rpynne nuy Ha 6opty n/unn Ha Gepery,
Hanpumep, npeacTaBneHWe MpaB agMUHUCTpaTopa, YnpaBneHue naponsamu, pesepBHoe
KOMMpOBaHWE W BOCCTAHOBIIEHWE W T.4.

5.1.7 WHTerpmpoBaHHasi B CYb KOMMNaHuu cuctema ynpaBneH1s
knbepbesonacHoOCTblo, ee yHKUMOHUMpOBaHUE W 3(PDEKTUBHOCTL OOSKHbI Nepuoamnyecku
NpoBepATbCA U OUEeHUBaTbCA  KOMMaHMen B COOTBETCTBMM C  TpeboBaHusMU,
ycTaHoBreHHbiMn MKYB.

5.1.8 ¥YnpaBneHue knbepbe3onacHOCTbIO SBNSAETCA MNOCTOSIHHO  U3MEHSIHOWMMCSH
NpoLEeccoM, KOTOpbIN MOXET MpeTepneBaTtb W3MEHEHVMS B 3aBUCUMOCTW OT BHELUHMX
o6cTOATENBLCTB, noaTomy ofHopasoBas yCTaHoBKa npouenyp ynpaBneHus
kKnbepbe3onacHOCTbI0 1 BHEApPEHVEe 3alUMTHbIX CpeacTB He MOryT paccMmaTpuBaTbCs
Kak gocTatodHble. KoMnaHusi OomkHa y4uTbiBaTb MOCTOSHHbIE U3MEHEHWUsI U BbISIBNEHHbIE
HegocTaTkm B COOCTBEHHOM cucTteMe u obecneumBaTtb OOHOBREHME OLEHKM puckoB n CYB,
WHULMUPYSA TEM CaMbiM HENPEPbLIBHBIA MPOLECC YNyYLLIEHNS.
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6 UCTbITAHUA U NPOBEPKA

MpoBePKN N UCMbITAHUST OOSMKHbI MPOBOAUTLCHA HA 3Tanax pPacCMOTPEHUs] TEXHUYECKOMN
OOKYMEHTaL MK, U3roToBreHnss obopynoBaHUst 1 CTPOUTENBLCTBA CyaHa.

Mpu cTpouTenbCTBE CygHa UCMbITaHWSA Ha 60PTY AOMKHLI MPOBOAMTCS MOCTE OKOHYaHWUSA
paboT MO MOHTaXy W NOAKIIOYEHNIO BCeX kabener n obopyaoBaHNs KOMMLHOTEPU3NPOBA HHbIX
cuUcTeMm.

O6bemM UCNbITAHUA M NPOBEPOK KOMMbIOTEPU3MPOBAHHLIX CUCTEM [OOJKEH BKMNHOYaTb
B cebs, Kak MUHUMYM, crefytoLlee:

pacCMOTPEHME TEXHUYECKON OOKYMEHTAUWUM Ha KOMMbOTEPU3MPOBAHHLIE CUCTEMBI;

ocBUAeTenbCTBOBaHME kabene " obopyaoBaHus, NCnonb3yemoro
B KOMMbIOTEPM3NPOBAHHBLIX CUCTEMAX;

MCNbITAHUS KOMMbIOTEPU3MPOBAHHBLIX CUCTEM Ha BOpPTY cyaHa;

ucnblTaHus nocne obcnyxueaxHusa 0O;

npoBepKa yganeHHoro 4ocTyna;

npoBepKa Py4HOro ynpaBreHusl.
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6.1 PACCMOTPEHUE TEXHUYECKOW OKYMEHTALMU

6.1.1 PaccmoTpeHne TexXHMYecKom [OOKyMeHTauuMuM npoBOoAUTCA B COOTBETCTBUM
c vacTbio Il «TexHnyeckas gokymeHTauma» lNMpasun PC/TH.

6.1.2 Ha paccmoTpenne B Peructp pomkHa ObiTb npedcTaBneHa OOKYMEHTauus,
yKasaHHasa B 1abn. 2.1.1.

6.1.3 Mo pesynbTataM pPacCMOTPEHUSI TEXHUYECKOW [OKYMEHTaUWW CocTaBnsaeTcs
NACbMO-3aK/NIO4YEHNE C YKasaHMeM BCEX PaCCMOTPEHHbLIX [AOKYMEHTOB W 3aMeYaHun,
npy NX HaNU4nK.
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6.2 OCBUAETENbCTBOBAHUE KAGEJIEX U OBOPYJOBAHMUA

6.2.1 Kabenu, ncrnonb3yemble B KOMMbOTEPU3NPOBAHHBLIX CUCTEMAX, AOMMKHbI ObiTb
UcnbiTaHbl B COOTBETCTBMM C  pasg. 10 vactm IV «TexHmyeckoe — HabnwogeHue
3a nsrotoerneHnem usgenun» lMpasun PC/TH.

6.2.2 lMpoBepka COOTBETCTBUS CETEBOrO KOMMYHUKALMOHHOIO  06opyaoBaHus,
MCMONb3yemMoro B CYOOBbIX KOMMbIOTEPU3MPOBAHHBLIX CUCTEMAaX KOHTPOMS, YnpaBrieHus,
pernctpaumm u curHanusaumm, TpeboBaHMaM OOLIENPOMBILLSIEHHBIX CTaHOAPTOB (Hanpumep,
cTaHgapty MOK 62443 wvnn  SKBMBaNEHTHbIM  CTaHgapTaMm) [OOSMKHO  NoaTBepXaaTbCs
Hanu4nem ceptmndukata COOTBETCTBUS, BblOAHHOrO KOMMETEHTHOW OpraHv3aumnen.

6.2.3 B pononHeHne Kk ykasaHHoMy B 6.2.2, ceTeBoe obopyaoBaHME OOMKHO ObiTb
MCMbITGHO B  COOTBETCTBMM C pas3d. 12 dvactmlV  «TexHudeckoe  HabnwogeHue
3a narotoernieHnem usgenun» [paun PC/TH, a Takke WUCMbITAaHO Ha COOTBETCTBUE
TpeboBaHnaM PykoBogcTBa cornacHo nporpaMMme U MeToguke UCnbiTaHui, paspaboTaHHbIM
nsrotosutenem obopyaoBaHus.

6.2.4 [MporpaMmma 1 mMeToAMKa MCMbITAHWA 3MNEKTPOHHBIX YCTPOMCTB, UCNOMb3yeMbIX
ONa XpaHeHWst OaHHblx ans cuctem kateropun Il n 1, gomkHa 6bITb paspaboTaHa
M3roToBUTENEM C y4eTOM BuAa YCTPOMCTB XPaHeHWs OaHHbIX W npeacTaBneHa B PerucTp
Ans cornacoBaHus.

6.25 CeTeBoe KOMMYHMKaLMOHHOEe oOOOpyAoOBaHWe, UCNONb3yemMoe B Cy[O0BbIX
HaBUraLMOHHbIX CUCTEMAX U CUCTEeMaxX PaguoCBNA3N, OOIKHO ObiTb UCMBITAHO B COOTBETCTBUM
c TpeboBaHuaMmn ctaHgapta MOK 61162-460:2020.

6.2.6 Mpy nonoxutenbHbIX pesynbTaTax UCNbITaHUN OOPMIAETCS CBUAETENLCTBO
COOTBETCTBYHOLEN (opMbl cornacHo 4Yactu | «Obwpe nonoXxeHus no TEXHUYECKOMY
HabnoaeHuno» Mpasun PC/TH.
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6.3 UCMNbITAHUA KOMINbIOTEPU3NPOBAHHbLIX CUCTEM HA BOPTY CYOAHA

6.3.1 O6wue TpebGoBaHuUSA.

6.3.1.1 OO6wwe TpeboBaHMA NO OCBMOETENbLCTBOBAHWIO 00OPYyOOBaHMS W CUCTEM Ha
60opTy cyAHa m3noxeHbl B YacTu | «O6wme nonoxeHns no TeXHUYecKoMmy HabnogeHuto»
Mpasun PC/TH n pa3g. 1 PykoBogcTBa No TeXHUYECKOMY HabioAeHMIO 3a NOCTPONKOM Cya0B.

6.3.1.2 [lpenBaputenbHbIn nepeyveHb OOBEKTOB  TEXHWMYECKOro  HabnwogeHus
paspabaTtbiBaeTCqd CUCTEMHBIM MHTErPaToOpPOM.

6.3.1.3 [lepevyeHb OOBLEKTOB TEXHMYECKOro HabnwaeHus, cogepXaliMn OeTanbHbIn
o6beM M MOPSAOK TEXHUYecKoro HabnwoaeHusi, BuAbl MPOBEPOK, WCMNbITAHUA U KOHTPONS,
paspabatbiBaeTcsa Bepdbto B cootBeTcTBMM € 13.3 uvactu | «O6wme nonoxeHus
no TexHnyeckomy HabnwogeHuo» Mpasun PC/TH Ha ocHOBaHWM nNpeaBapuTenbHOrO nepeyHs,
ykaszaHHoro B 6.3.1.2, paccmaTtpuBaeTCd W cornacoBsbiBaeTcsl nogpasgeneHvem PC,
OCYLLEeCTBMALWNM TeXHUYecKkoe HabnogeHve 3a NOCTPOMKON CyAoB.

6.3.1.4 T[lporpamMmbl LLIBAPTOBHbLIX M XOOO0BbLIX UCMNbITAHWIA paccMmaTtpusatoTca Peructpom
B COOTBETCTBMM C nonoxeHusimm 4Yactu Il «TexHnyeckaa pgokymeHtauums» [Npasun PC/TH
n pasa. 18 PykoBoacTBa No TeXHUYECKOMY HabMnioAeHWI0 3a MOCTPOMKON CyO0B.

6.3.1.5 T[llocne 3aBeplleHMs LWIBAPTOBHbIX W XOOOBbIX WCMLITAHWN AOMXKHbI ObITh
noAroToBneHbl N nNpeacTaBneHsl Pernctpy npoTokorbl UCMNbITAHUA KOMMbIOTEPU3UPOBA HHbIX
cuctem.

6.3.1.6 [ormkHbl OblTb MpPeayCcMOTPeHbl MnporpaMmvHble  (Hanpumep,  WireShark,
TCPdump, NMAP, XSpider, RedCheck, Efros Config Inspector n ap.) nannapaTtHble cpeacTsa
OIS POBEOEHNST UCTIbITAHUA TEXHUYECKMX CPeaCTB 3almThl OT KMOEpPUMHLMOEHTOB, CPEACTB
obHapyxxeHusi  kubGepuHUMOEHTOB U kubepaTak, CUCTEM KOHTPOMS, CUrHanusauuu
n perncTpaumm.

6.3.2 UcnbiTaHua ceTn nepepayvym OaHHbIX.

6.3.2.1 WcnbiTaHns ceTn nepedayn [daHHbIX  OOMKHbI  NPOBOAUTLCA B Mepuoj
LWBAPTOBHbLIX WUCMbITAHUA B COOTBETCTBUM C METOAUKOW W nporpammon, paspaboTaHHbIMU
CUCTEMHbIM MHTerpaTopoM. [ns npoBepkn ¢OyHKLMOHUPOBAHUSA W NPOU3BOOMTENBHOCTU CETU
OOMKHbI BbITb NPoBEAEeHbl, Kak MUHUMYM, Crieaylolme UCMbITaHUS:

.1 npoBepka MakcMMaribHOM MPOMYCKHOW CMOCOBGHOCTU CETH;

.2 npoBepKa pearnpoBaHusi CeTU MpU LLUMPOKOBELLATENTbHOM LUTOPME;

.3 ucnbITaHUss Ha M3BbITOMHOCTb, ANS CUCTEM, WUCMNOMb3YIOWMX pe3epBUPOBaHHbIE
KaHarnbl CBSA3M U CeTeBble YCTPOUCTBA.

6.3.2.2 [omkHo ObITb NPOBEPEHO COOTBETCTBUE (PaKTMUECKOrO PaCnoONOXKEHNs CETEBLIX
YCTPOWCTB yKa3aHHOMY B OMUCaHWM CeTeun nepefayv OaHHbIX.

6.3.3 McnbiTaHus cucTteM KOHTPOMA, CUrHanuM3auuMm u perucrpauuu.

6.3.3.1 WcnbiTaHa AOMKHBI BbIMOMHATLCHA B COOTBETCTBUM C METOAMKOM M NPOrpaMmon,
pa3paboTaHHbIMM CUCTEMHbLIM UHTerpatopoM. [lporpamMma M MeToAuka UCMbITaHUA AOMKHbI
cogepxaTb nepedeHb OOBLEKTOB WCMbITAHWN, MepedYeHb MPOrpamMMHbIX W annapaTHbIX
CPencTB, HeobOXoOAuMbIX AN MPOBEAEHMS! UCMbITaHWW, OnMcaHve METOAUK UCMbITaHUN
nnb6o obocHOBaHME OTCYTCTBUS HEOOXOAMMOCTUN NPOBEAEHUS COOTBETCTBYHLUMX MCMbITAHUNA.

6.3.3.2 Llenblo wucnbiTaHU aBRsieTCA noaTBepXaeHne obecnedeHnst HageXHOCTU
M KayecTBa ceTey nepedayvym [JaHHbiX, a Takke obecrnevyeHne CcurHanusauum, KOHTpons
n perncTpaumm obHapyXeHust KubepnHuMaeHToB. [Mpu UCNbITaHNSX SOMKHbI ObITh NPOBEPEHDI
KOHTPOSb, CUrHaNM3aumsa 1 peructpauust codbiTui, Kndepatak U CUrHaroB HEMCrpaBHOCTEN,
yKasaHHbIX B 4.1.3.2, 4.2.4 n 4.2.5.

6.3.3.3 B nepuog WBApPTOBHbIX W XOOOBbIX WUCNbITaHWA ans  obopygoBaHUSA
6ecnpoBogHoM nepegaum OaHHbIX OOMNXHbI NpPoBOAMUTLCSA npoBepKy,
4YTOObl NPOAEMOHCTPUPOBATL, YTO pagmMovacToTHas nepefaya He oOKasblBaeT BhWsHWE
Ha cygoBoe obopygoBaHMe B pesynbTaTe BO3AEWCTBUA  3NEKTPOMAarHWUTHbIX — MOMeX
B YCNOBMSAX 3KCNnyaTayum.
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6.34 McnbiTaHus cpeacTB 3aWuThbl OT KMbepaTtak M KNOEepUHLUMAEHTOB.

6.3.4.1 WcnbiTaHua OOSMKHBI NPOBOAMTLCS B COOTBETCTBUM C METOAMKOM M NPOrpaMmmMmon,
pa3paboTaHHbIMM CUCTEMHBLIM WHTErpaTtopoM. [lporpamma u MeToamka UCNbITaHUA AOMKHbI
cogepxaTb nepedeHb OOBLEKTOB WUCMbITaHUWA, MepeyvyeHb NPOorpaMMHbIX W annapaTHbIX
cpencTts, HeobXxoouMbIX ONs NPOBEAEHVMS UCMbITaHWW, ONUcaHue METOAWK WCMbITaHUN
nnbo ob6ocHOBaHME OTCYTCTBUSI HEOOXOOAUMOCTU NPOBEAEHUS COOTBETCTBYHOLUMX UCMbITAHUN.

6.3.4.2 LUenbio ucnbitTaHuin aenseTcs nogreepxaeHne apdekTUBHOCTU UCMOSb3yeMbIX
B KOMMbIOTEPU3MPOBAHHBIX CUCTEMaX CpedcTB 3aluTbl OT KubepaTak U KMBGepUHUNOEHTOB.
JomxkHbl 6bITb NpoBeAEHbl UCMbITAaHNA CPEeACTB 3allnThl, YKasaHHbIX B 4.1.2.

6.3.5 UcnbiTaHuA cpeacTB OGHapYy)XeHMA KubepaTtak U KMGepUHLUOEHTOB.

6.3.5.1 WcnbiTaHusa JOmMKHbI NPOBOAUTLCA B COOTBETCTBMM C METOAMKOM U MPOrpaMmon,
pa3paboTaHHbIMU CUCTEMHbLIM UHTerpatopom. [lporpamma u MeToamka UCNbITaHUA AOMKHbI
cogepxaTb nepevyeHb OOBLEKTOB MWCMbITAHWW, MNepevYeHb MNporpaMMHbIX M annapaTHbIX
CpeacTB, HeobOXoOAUMbIX ANS MPOBeAEeHVMs UCMbITaHWW, OnucaHve METOAUK UCMbITaHUN
nnb6o obocHoBaHME OTCYTCTBUS HEOOXOAMMOCTU NPOBEAEHUS COOTBETCTBYHOLUMX MUCMbITAHUNA.

6.3.5.2 Llenblo ncneitaHMn aBnseTca nogreepxaeHne 3@eKTUBHOCTN UCMNOMNb3yeMbIX
B KOMMbIOTEPM3UPOBAHHLIX CUCTEMaxX CpeacTB OOHapyxeHus knbepatak n KubepuHLNOEeHTOB.
[ormkHbl 6bITb NPOBEAEHbl UCMNbITaHWSA cpedcTB ObHapy>KeHusi, ykasaHHbix B 4.1.3.1.

6.3.6 UcnbiTaHus cpeAcTB BOCCTAaHOBMIEHUSI KOMMbIHOTEPU3UPOBAHHbLIX CUCTEM.

6.3.6.1 WcnbiTaHUa AOMKHLI NPOBOAMTLCS B COOTBETCTBUM C METOAMKOM M NPOrpaMmMmon,
pa3paboTaHHbIMM CUCTEMHbLIM WHTErpaTtopoM. [lporpamma u MeToamka UCMbITaHUA AOMKHbI
cogepxaTb nepevyeHb OOBLEKTOB MWCMbITAHWIA, MNepevYeHb MporpaMMHbIX WM annapaTHbIX
CPEeACTB, HeoOXoOAUMbIX AN MPOBEdEHMSI WCMbITaHWW, OnMcaHue METOAUK UCMbITaHUN
nnb6o obocHoBaHME OTCYTCTBUS HEOOXOAMMOCTUN NMPOBEAEHUS COOTBETCTBYHLUMX MCMbITAHUNA.

6.3.6.2 Lenbio ucneiTaHuin AenseTca nogreepxaeHne apdPekTUBHOCTU UCMOSb3yeMbIX
B KOMMNbIOTEPU3MPOBAHHBIX CUCTEMax CpPeAcTB BOCCTaHOBNEHUS. [OrmkHbl ObiTb NPOBEAEHDI
ucnbiTaHNA CPeAcTB BOCCTaHOBMNEHUS, yKasaHHbIX B 4.1.4.1.

6.3.7 MpoBepkn cpeacTts KOHTpoONA [AoOCTyna K KOMMbIOTEPUIUPOBAHHLIM
cucremam.

6.3.7.1 [lpoBepkn OOMKHLI NPOBOAUTECH B COOTBETCTBUM C METOOUKOW W NPOrpaMMoMn,
pa3paboTaHHbIMU CUCTEMHbBIM UHTErPaToOpOM.

6.3.7.2 LUenbio npoBepkn aABnseTcsa noaTeepxaeHve obecneyeHus nepumeTpa
BesonacHOCTN CpeacTBaMM KOHTpPOMNsS AOCTyna K KOMMbIOTEPU3MPOBAHHBIM — CUCTEMaM,
yKkasaHHbiMn B 4.1.6.3 1 4.1.6.4.
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6.4 UCMNbITAHUA NOCIE OBCNYXXUBAHUA NPOTPAMMHOIO OBECIMNEYEHUA

6.4.1.1 T[locne 3aBepleHus obcnyxmeanna MO gormkHbl 6bITb NPOBEAEHbI criegytoLime
NpPOBEPKN U TECTUPOBaHUE:

.1 perpeccuoHHoe TecTupoBaHMe (TeCTUpoBaHWE C Lenbio OOHapy>XeHus OoLmBOoK
B y>K€ NPOTEeCTUPOBAHHbIX Yy4yacTkaxX UCXOQHOro Koaa);

.2 MPOBEPKN HOBbIX PYHKLMOHAMNBHbIX BO3MOXHOCTEN W/unu ynydwenuni MO;

.3 Harpy3souHoe TecTupoBaHue (TecTnpoBaHue C uenblo  onpegeneHus
NpoOu3BOAUTENBHOCTM W BPEMEHW OTKNUKa MporpaMMHbIX W annapaTHbiX CpeacTB B OTBET
Ha BHELLHWIA 3anpoc C Lienblo yCTaHOBMEHUS COOTBETCTBUSA TpeboBaHusaM, npeabsaBnsgeMbiM
K JaHHbIM cpeacTBam).

6.4.1.2 Pernctpy AomkHbl ObiTb  NpeAcTaBrneHbl  MPOTOKONbI,  coaepxaiiue
UHGOPMaLM0 O pe3ynbTaTax MpPoBeAEeHHbIX MPOBEPOK M TECTUPOBAHMS.

6.4.1.3 Llenbto npoBepok wun TectupoBaHua [10 nocne obcnyxuBaHus SBNSETCA
noaTBepXaeHue Toro, 4To obopyaoBaHME, MHTErPUPOBAHHOE B COOTBETCTBYIOLLYH CUCTEMY
unu nogcuctemy, MO koToporo nognexut obcnyxuBaHuio, paboTaeT B COOTBETCTBUU
C TEXHUYECKUM 3aJaHMEM U MPUMEHUMbIMU TpeboBaHMSMW.

6.4.1.4 [pn nnannpoBaHun obcnyxmBanua MO m3rotoBuTENb WM NOCTaBLUMK YCyr
JOmkeH paspaboTatb nporpamMmy TECTUPOBaHWS, KOTOpasi COAEPKUT  MHApopmaL uio
O MPOBOAUMBIX MpoBepkax W TecTax. [lporpaMma TeCcTUpPOBaHWS [OMKHA COAepXaTb
CueHapum TecTupoBaHusi (test cases), OxBaTbiBawLWMe Kak HopMarbHyl paborty,
Tak 1 yCrnoBusi OTKasa.

6.4.1.5 Uenbto perpeccuoHHbIX TECcToB aBngeTcq noaTeepxaeHue Toro,
4YTO (PYHKLMOHANbHOCTb, KOTOpasi, Kak oxupgaetcsd, Bce ewe OyaeT npucyTcTBOBaTb
nocrne TeXHUYeckoro obcnyXxvBaHus, He ByaeTt HapyLleHa.

6.4.1.6 Llenblo NpoBEPOK HOBbIX (PYHKLMOHAMNbHBIX BO3MOXHOCTEW WMWK yRyYLlEeHWUN
ABNAETCA MNOATBEpXAeHWe TOoro, 4YTO [OOCTUrHYT Xenaembln 3dpekT B pesynbraTe
obcnyxueanuns [M0.

6.4.1.7 Harpy3oyHoe TecTupoBaHVWe [OOSKHO MPOBOAUTLCH AN OLEHKM COOTBETCTBUS
Npou3BOgUTENBHOCTM nporpaMMHo-annapaTHbIX cpencTs TpeboBaHUAM,
CpopMynNpPOBaHHLIM B TEXHUYECKOM 3adaHuw.

6.4.1.8 TecTuMpoBaHMe  [OOIMKHO  NPOBOAUTLCHA  ANA  Kaxgoro  obopyaoBaHus,
noanexawero o6Ccny>XuMBaHuo, 1 COCTOUT U3 CReayoWnX OenCcTBUN:

.1 paspaboTky nnaHa NpoBEPOK M TEeCTMPOBaHUA, onpedendiowero obbemM U PUCKMH,
cBs3aHHble ¢ obcnyxusarHvem 1O, a Takxke onpegensowero Lenu n MeToabl TECTUPOBaHUA,
oXugaemoe BpeMmsi 1 pecypcbl, HeobxoaMmble ANs NpoBeaeHns TecTupoBaHus. NMnaH gormkeH
cogepxaTb YeTKYH MHOpMaUMo O nopsake NPoBedeHUs MPOBEPOK UM TECTOB U KpUTepuun
OLEHKM pe3ynbTaToB TECTUPOBAHWS;

.2 BblbOpa cuUeHapueB TecTupoBaHus (test cases) Ha ocHoBe TpeboBaHWUMN,
TEXHWYECKOro 3ajaHus, aHanu3a puckoB u uHTepdencoB obopyaosaHus, MO koToporo
NOANEXUT OBCY>XMBaHUIO;

.3 OOKYMEHTUPOBaHWsl pe3ynbTaToB MPOBEAEHHbIX MPOBEPOK W TECTOB, BKMYasi
Bepcum 0O, KOTOpoe NOANEXUT OBCIY>XUBAHWUIO;

4 npoBepku npouenyp BOCCTaHOBIEHWS npegblgywien Bepcum n kKoHdwurypauum 10O
B CNyyae BbisiBNeHus owmnbok B HoBon Bepcum MO;

.5 aHanu3a pes3ynbTaTOB MNPOBEOEHHBLIX MPOBEPOK C LENbl NOATBEPXKOEHWS TOro,
yTo ObHOBNEeHnss MO MoryT ObiTb YCTaHOBMEHbl, U YTO BO BpeEMs TEeCTUPOBAHUS
He Obino obHapyXeHo Hukakux cboe. B cnyyae BbiIBreHUA HekoppekTHon pabotbl [10,
OOMXKHbI ObITb 3annaHMpoBaHbl KOpPPEeKTUpylolme OeWcTBUs U pa3paboTaH OGHOBNEHHbIW
nnaH TeCTUpOBaHUS;

.6 [OMXHbl y4uTblBaTbCHA MoCneacTBus U niobble CBA3aHHble PUCKW, KOTOpblE MOryT
BO3HUKHYTb B pe3yrnbTaTe BOCCTaHOBMNEHVUs npedblaywier Bepcun n koHdurypauum [10,
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W onpegeneHsl COOTBETCTBYIOLLME MPOBEPKW, KOTOpble AOMKHbI ObiTb MpoBedeHbl nocre
BOCCTaHoOBreHus, 4Tobbl y6eantbca B paboToCcnocOBHOCTN CUCTEMbI, YOOBMETBOPSIOLLEN
NpMMeHMMbIM TpeboBaHMAM.

6.4.1.9 [lpoueadypbl BOCCTaHOBMEHMS npegblaylien Bepcun w KoHdpurypauum 10O
AOMXKHbI ObITb NpegocTaBneHbl Mo 3anpocy PerucTpa.

6.4.1.10 [lokymeHTbl (Hanpumep, OTYET MNOCTaBWMKA YCAyr), noaTeepxaarLine
BbIMONHEHNE U coAepxalume pesynbTaTbl MpoBedeHHbIX MpoBepok U TecToB 10, AOMKHbI
ObITb NpegocTaBneHbl No 3anpocy Peructpa.



Pykosodcmeo o obecrniedeHuro kubepbesonacHocmu (pasdes 6)

41

6.5 MPOBEPKA YOANEHHOIO AOCTYNA

6.5.1 McnbiTaHnsa JomkHbl NPOBOAUTLCHA B COOTBETCTBMU C METOOMKOW U NPOrpaMMon,
pa3paboTaHHbIMN CUCTEMHBIM MHTErpaTopoM.

6.5.2 Llenbto wucnblTaHui  SIBNAETCA NOATBEPXKAEHWE  BbINOMHEHNs TpeboBaHum,
yKasaHHbIX B 4.1.7.
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6.6 MPOBEPKA PYYHOI' O YINPABJIEHUA

6.6.1 McnbiTaHnsa JomkHbl NPOBOAUTLCHA B COOTBETCTBUM C METOAMKON W MPOrpaMMon,
pa3paboTaHHbIMN CUCTEMHBIM UHTErpPaTopoM.

6.6.2 Llenbto ucnbiTaHMn sBNSAETCA MNOATBEPXAEHUE  BbINOMHEHUs TpeboBaHWi,
yKasaHHbIX B 4.1.8.
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TPUTTIOXKEHWE
KAYECTBO OAHHbIX
1 3awmTa AaHHbIX.
1.1 O6wwas uenb  3awmThl JaHHbIX 3aKkntoyaeTcs B obecneyeHnmn

KOH(bMAEHLMANbHOCTH, LEenoCTHOCTM W OOCTYMHOCTM  faHHbIX. B 3aBucumocTun
OT NpegnonaraeMoro  WUCMosib30BaHUA [OaHHbIX, OHW MOryT WMETb PasfiMYHbIN NOPSAOK
npuoputeta. Hanpumep, OT-cuctembl, nepegalome Kputudeckme pAana ©6esonacHoOCcTuU
OaHHble, OyayT onpenenatb NPUOPUTETHOCTbL OOCTYMHOCTW, a 3aTeM LLeNTOCTHOCTb.

1.2 Cdbepa npumeHeHna obecneyveHnss OOCTOBEPHOCTM AaHHbIX (data assurance)
OoxBaTblBaeT OaHHble, YKU3HEHHbIN LMKN KOTOpPbIX orpaHuyeH cynoBom
KOMMbIOTEPU3NPOBAHHOMW CUCTEMON, a Takke OOMeH AaHHbIMU C OeperoBbIMM CUCTEMaMM,
NOAKIOYEHHbIMA K CyOooOBbIM  ceTsiM.  HecmoTpa Ha TO, 4TO  MOCNEeAcTBuMs
HECaHKLMOHNPOBAHHOIO W3MEHEHWs!, MOBPEXOEHUST UMK NOTEPM AaHHbIX MOTYT pasnnyaTbCs
ans  padHbix  IT-cuctem  (kak  npaBuNo,  OMNEPauUMOHHbIX  [AaHHbIX,  BAUSAOLNX
Ha agMUHUCTPATMBHbIE MpoLecchl) N AaHHblx OT-cucTeM (MOryT BKMdaTbh B ce0s yCTaBKu
KOHTPOMNMPYEMbIX MapaMeTpoB ANS ynpaBneHust obopynoBaHMeM u 6€30nacHOCTbI0 C TOYKK
3peHusa 6e3onacHOCTM WM BO3OENCTBUS HA OKPYXawlyl cpegy) Tam, rge nepegada
1 OOHOBMEHNE [aHHbIX OCYLLECTBIISAKTCS C MCMOMb30BAHMEM CETW, Lenu 3aliMTbl AaHHbIX
UMET obwme yHKLMM U OOMKHBI pacCMaTpMBaTbCs AN CUCTEMbI B LLETTOM.

2 KaTteropusauma paHHbIX.

2.1 CuUCTeMHBI  MHTErpaTop [OOIKeH paspaboTtaTtb [OOKYMEHT, codepxalliuni
MHopMaLMIO O KaTeropusix AaHHbIX U ONpeaensiioWwui PpUCKM AN pasfiMyHbIX KaTeropum
OaHHbIX. [aHHble [OO0IKHbl OblTb Pas3dWUTbl Ha KaTeropum C TOYKM 3PEHUS BO3MOXHOCTEN
nocrneacTBuMiM  HapyLleHus, BMMAKOWMX  HA  KOH(MAEHUManbHOCTb, LLeNnoCTHOCTb
W AOCTYMNHOCTb [aHHbIX.

2.2 Bo3aMOXHOE BNUSIHME Ha NOTEPH [OOCTOBEPHOCTM [aHHbIX [OOMMKHO ObiThb
onpeaeneHo cregyowmum obpasom:

.1 HWBKOE: notepsa koHpMAEHUMANbHOCTWN, LIENOCTHOCTU MW AOCTYMNHOCTM AaHHbIX
OKaXKeT He3Ha4ymTenbHoe HebraronpusiTHoe BrMsIHME Ha 6e30MacHOCTb 3KCnyaTauun cygHa,
©e3onacHOCTb NoAen U/unu oKpyxarLlyto cpeay;

2 YMEPEHHOE: notepsa KoH(MOEeHUManbHOCTW, LENOCTHOCTM WM  OOCTYMHOCTU
OaHHbIX OKaXeT cepbe3Hoe HebnaronpuaTHoe BnuAHME Ha 6e30MacHOCTb JKchnyatauum
cyaHa, 6e3onacHOCTb Noden uunu okpykaroLlyto cpeay;

.3 BbICOKOE: notepsi koHmaeHUnanbHOCTN, LENOCTHOCTU UNKU AOCTYNHOCTU AaHHbIX
OKaXKeT Cepbe3HOe WM KaTacTpoduyeckoe HebnaronpuaTHoe BnusSHME Ha ©e30nacHOCTb
aKcnnyatauun cygHa, 6e3onacHOCTb Nogen Uunu okpyxaroLlyto cpeay.

2.3 B 1abn. 2.3 ykasaHO kak MpUCBOWUTb KaTeropmio CUcCTemMam € y4eTOM WX BAUSHUS
Ha KOHMAEHUNANBHOCTb, LIeNOCTHOCTb Y OOCTYMNHOCTb OAHHbIX.
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Tabnuya 2.3
Kateropus BrivsiHne OyHKLMM KoduaeHum LlenoctHocTb | [JocTynHOCTb
CUCTEMBI anbHOCTb

I Cucrembl, PyHKLMUK Huskoe YMepeHHoe Hu3skoe
BbIXOA4 U3 CTPOS | MOHUTOPUHIa
KOTOPbIX ans
He npuBegeT NHGOPMaLMOH
K OnacHbIM HbIX/
cuTyauusam ons | aaMMHUCTPaTmB
©e3onacHocTH HbIX 3aga4
akcnnyaraumm
CynHa,
6esonacHocTu
nogen n/vnu
OKpYyXatoLlen
cpegpl

Il Cuctemsl, PyHKLMUK YMepeHHoe Beicokoe Hunskoe
BbIXOA U3 CTPOS | CUMrHanmusaumu,
KOTOPbLIX MOXET | KOHTpOns
B KOHEYHOM N ynpaeneHus,
nTore NpMBecTn | HeobxoauMmble
K ornacHbIM ans
cuTyauusm ans | nogaepkaHus
6e3onacHocTu cyaHa
akcnnyaraymm B paboyem
cygHa, N NPUrogHOM
©e3onacHocTn ans
nogen n/vinu akcnnyaraumm
OKpYyXatoLuen COCTOSAHUM
cpegpl

1 Cucrembl, DyHKUMNK YmepeHHoe Bbicokoe Bbicokoe
BbIXOA U3 CTPOS | ynpasBneHus
KOTOPbIX MOXeET | Ans
HeMeasieHHo nogaepxaHus
npuBeCTU OBWKEHNS
K OMacHbIM cygHa
cutyauusam ans | u 6esonacHocTm
GesonacHocTu pyneBsoro
akcnnyaraumm ynpasneHus
CcynHa,
BGe3onacHocTu
nogen n/vnn
OKpyXatoLLen
cpegpl

24 Kateropusaums, ykazaHHas B T1abn.2.3, 4BMAsieTCA  PEKOMeHOyeMOWN

N OO0JKHA BbIMONMHATLECA B KaXXAOM KOHKPETHOM Cliy4dae.

MpumeyaHus:

1. PaCLLII/IpeHIAeZ ana cucrtem, ocywlectBndrowmnx obmeH AaHHbIMU CUCTEM

OTBETCTBEHHOIO HasHa4yeHwud, HGOGXOLI,I/IMbIMI/I ana nx (byHKLI,I/IOHI/IpOBaHI/IFl, MOXET ObITb npnceoeHa

NnoBbILLIEHHaA Kateropua BlMAHUA.

2. YpoBeHb KOHOUAEHLMANBHOCTU: HEODXOAUMO NOHMMATb, YTO YPOBEHb KOHMAEHUNANBHOCU
WMHOPMaLN MOXET UMETb HENOCPEACTBEHHbIN PUCK ANS KOMMeEPYECKOW AeATENbHOCTY.

25

CpoicTBa

AOaHHbIX

AOJTXHbI

onpenensaTb,

Kakue

aCMNeKThbl

OaHHbIX

(Hanpvmep, CBOEBPEMEHHOCTb, TOYHOCTb) HEOBXOAUMO rapaHTUpoBaTb, YTOObLI 0becneynTb
6esonacHoe (pyHKLMOHMPOBaHNE CUCTEMbI.
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3 3awmiieHHble U 3awndpoBaHHble OaHHbIe.
3.1 CuCTEMHBLI  UHTErpaTop MAOMKEH BLIMOMHUTL aHanmM3 C  LEenblo  OLEHKU

CTOMMOCTM oODecneyeHust 3allMTbl OaHHbIX U BNUSHME [OaHHbIX Ha NPOU3BOAMTENbHOCTb
CUCTEMBI.

3.2 HomkHbl ObiTb obecneveHbl HagnexawimMe Mepbl AN KOHTpons gocTtyna
W Apyrne TexHu4eckue nunm npouenypHble 3alluMTHble Mepbl ANS KOMMbHTEpU3MPoBa HHbIX
CUCTEM UIN CPeACTB CBA3WN, HEMNOCPEACTBEHHO B3aMMOAENCTBYOLLUMX C CUCTEMOW.

3.3 Mcnonb3yemble npoTokonbl  OBMeHa  AaHHbIX  OOSMXKHbl  rapaHTMpoBaTb
LLeMOCTHOCTb [OaHHbIX, CBA3a@HHbIX C OYHKUMSMW YNpaBfEeHUsl, CUrHanmsauum, KOHTpOns,
cBA3n n 6esonacHocTn, 1 obecnevmBatb CBOEBPEMEHHOE BOCCTAHOBSIEHME MOBPEXAEHHbIX
WIN HEKOPPEKTHBIX OaHHbIX.

4 XpaHeHue AaHHbIX.

41 [omkeH ObiTb paspaboTaH AOOKYMEHT C YyKasaHWeM KPUTUYECKMX AaHHbIX,
onpedeneHHbIX MNpu aHanmM3e pPUCKOB, KOTOpble HeobXoaMmMo XpaHuTb Ha OopTy cygHa
ansa obecnevyeHns Hagnexaiien paboTbl CUCTEM.

4.2 YcTponuctBa, ucnonb3yemble A9 XpaHeHUs  OaHHbIX  Af9  CUCTEM
kateropun Il vnu |ll, QOMXHLI COOTBETCTBOBATbL YCIOBUAM 3KCnnyatauum v MNoAXOAUTb
Ong akcnnyatauum B MOPCKUX YycnoBusix. [aHHble, XpaHAWMecs Ha Takux YCTpOWCTBaXx,
OOMKHbl OblTb Hagnexawym obpasom npogybnmMpoBaHbl AN MUHMMU3ALMM BEPOSITHOCTU
noTepu OaHHbIX B CryyYae eAuHUYHOro oTKasa yCTpPOMCTBa.
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